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eeting the — 
challenges of the ‘- . 
world-class | Se 4 
leadership and superior 
technology solutions. For 
over 35 years, the National 
Communications System 
(NCS) has ensured that , % 
the Federal Government ’ 
possesses the 
telecommunications a 
resources necessary to a: 
meet the United States’ | 
national security and * 
emergency preparedness 
responsibilities under all 
circumstances. Building ~ ' 
‘on the successful history a : 
of interagency cooperation ‘ ° 
and industry/Government | 
_ partnership, the NCS will 
help lead the Nation into 
the 21" century. | 
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s Manager of the National 
Communications System (NCS), 
I am proud to lead the efforts 
to meet the telecommunications 
needs of the Nation's national 
security and emergency 
preparedness (NS/EP) 
community, particularly as we prepare for the 
challenges of the Year 2000 (Y2K) and the new 
cyber age. Interagency cooperation among 
the 23 NCS member organizations and the 
industry/Govermment partnerships exhibited 
in the National Coordinating Center for 
Telecommunications (NCC) and the President's 
National Security Telecommunications Advisory 
Committee (NSTAC) continue to be essential to the 
success of the NCS. 

During fiscal year (FY) 1999, the NCS 
prepared for potential Y2K-induced disruptions to 
the telecommunications infrastructure by 
leveraging its working relationships with industry 
and Government. Working through the NCC, in 
conjunction with the Office of Science and 
Technology Policy, the Joint Telecommunications 
Resources Board, the Y2K Readiness Task Force, 
industry groups, and international organizations, 
the NCS helped develop contingency plans 
and tools essential to the Nation's Y2K readiness 
and response. 

Concurrent with its 
preparations for Y2K, and in concert 
with the Administration's 
commitment to critical infrastructure 
protection, the NCC worked to 
enhance its NS/EP 
telecommunications coordination and 
response capability. During FY 1999, 
the NCC began its indications, 
assessment, and warming operations, 
which are based on voluntary 


reporting of electronic intrusion incidents by 
industry and Govemment. This has led to the NCC 
being designated as an Information Sharing and 
Analysis Center for telecommunications under the 
provisions of Presidential Decision Directive 63 
“Critical Infrastructure Protection.” 

During FY 1999, the NCS continued to 
provide NS/EP users with a nationwide 
capability for emergency access and specialized 
processing of switched-voice and voice-band 
data communications through programs such as 
the Government Emergency Telecommunications 
Service (GETS). Based on an NSTAC 
recommendation to the President in June 1999, 
the NCS has taken preliminary steps to initiate 
a program to address NS/EP issues related 
to the Intemet, including examination of priority 
services for packet networks and the implications 
for existing priority services (such as GETS) 
resulting from Public Switched Network and 
Internet convergence. 

After three and one-half decades, the NCS 
continues to be a focal point for industry and 
Government cooperation to ensure that reliable, 
interoperable, and secure telecommunications are 
available to fulfill the Nation's NS/EP requirements 
under all conditions. The existing industry/ 
Government partnership provides a solid foundation 
upon which we can build to ensure 
that our future communications 
needs will be met. 
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he Office of the Manager, National 

Communications System (OMNCS), in 

Coordination with the National 

Communications System (NCS) Committee of 

Principals (COP), publishes the FY99 National 
Communications System Report. This report 
highlights significant national security and 
emergency preparedness (NS/EP) 
telecommunications events and major NCS 
initiatives, activities, and accomplishments 
during fiscal year 1999 (FY 1999) 


The NCS was formed in the wake of 
communications shortfalls in support of national 
security decision making during the 1962 Cuban 
has faced have evolved with changes in 
technology, the marketplace, and national 

On August 21, 1963, President Kennedy 
signed a Presidential Memorandum establishing 
the NCS and defining its mission. According to 
this memorandum, the objective of the NCS is to 
“provide the necessary communications for the 
Federal Government under all conditions ranging 


from a normal situation to national emergencies 
and international cnses, including nuclear 
attack.” 

Over the years, the role of 
telecommunications in supporting the Nation's 
NS/EP functions expanded, and enhanced 
emergency telecommunications capabilities 
became essential. By the late 1970s, Government 
policy formally recognized that the Nation's 
telecommunications infrastructure was an 
essential component of deterrence and recovery 
in the face of a Soviet nuclear attack. The 
expanded role of telecommunications was 
also evident in light of the growing complexity 
of Government, the rapid growth in 
and the important part telecommunications plays 
in responding to manmade and natural disasters. 

At the same time, the impending divestiture 
of AT&T and the proliferation of service providers 
in the industry complicated the means for 
satisfying NS/EP telecommunications 
requirements. [In anticipation of the loss of a 
single point of contact within the industry for 
NS/EP telecommunications planning and service 
provisioning, President Reagan established the 
National Security Telecommunications Advisory 
Committee (NSTAC) by Executive Order 12382 
in 1982. 
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On Apni 3, 1984, President Reagan signed 
Executive Order 12472, Assignment of National 
Secunty and Emergency Preparedness 
executive order formally reestablished the NCS 
structure to include the Secretary of Defense as 
the Executive Agent; the Manager, NCS, and a 
staff, and a Committee of Pnncipals, which 
represents the 23 Federal member organizations. 
The NCS's basic mission is to assist the 
Executive Office of the President in the exercise 
of wartime and nonwarume emergency 
telecommunications responsibilities, and to 
coordinate the planning and provisioning of 
NS/EP communications for the Federal 
Government under all circumstances. 

An important dimension of the rechartered 
NCS was its mandate to serve as a focal 
point for industry/Government NS/EP 
Committee of Principals served as the 
mechanism for Federal interagency coordination, 
the NSTAC and its working group structure 
became the means for the NCS to work with 
industry to address the range of NS/EP 

Through the collective resources of its 
members and in partnership with industry, the 
NCS continues to meet the full range of NS/EP 
telecommunications challenges, from supporting 
military operations to responding to natural 
disasters to protecting the telecommunications 
infrastructure from electronic intrusion. As it has 
for more than 36 years, the NCS will continue to 


respond to emerging challenges by leveraging its | 


Capabilities to improve the secunty, reliability, 
and interoperability of the national 
telecommunications infrastructure. 


EMERGING TELECOMMUNICATIONS 
MARKETPLACE 

The rapid restructuring of the 
telecommunications marketplace continued in 
FY 1999, 3 years after passage of the 
Telecommunications Act of 1996 (1996 Act). The 
primary focus of the 1996 Act was to promote 
Competition in both the local exchange market 
and across market segments. To that end. the 
1996 Act mandated regulatory changes to aid the 
entry of competitive local exchange carers 
(CLEC) into the local market. The 1996 Act 

also eased restnctions on both mergers and 
ownership limits. In FY 1999, incumbent 
telecommunications providers continued to seek 
merger opportunities. At the same time, the 
reported a steady increase in the overall market 
share held by CLECs. The FCC, meanwhile, 
continued to promulgate rules guiding the 
implementation c the 1996 Act. 

The FCC and the Supreme Court issued 
numerous high-impact decisions in FY 1999. In 
particular, in January the Supreme Court upheid 
the vast majority of the FCC’s local competition 
rules, allowing CLECs to more easily compete 
against incumbents in the local exchange 
market. Shortly thereafter, the FCC strengthened 
several of its rules, further aiding new entrants. 
Companies (RBOC) have thus far been unabie to 
meet the conditions required by the FCC to enter 
regions. Industry observers expect one RBOC’s 
entry by the year 2000, however. 

On the merger front, telecommunications 
camiers continued to merge and partner. 
Although the Bell Adantic-GTE, U S WEST- 
mergers remain pending, observers expect the 
FCC to approve ail three megers (albeit with 
Conditions) in the near future Meanwhile, AT&T 
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completed its purchase of cabie company 
Telecommunications Incorporated (TCD and has 
its purchase of cable company MediaOne 
pending at the FCC and Department of Justice 
These telecommunications providers ass<it this 
consolidation is necessary to compete in their 
Own Market, and across market segments 

On the technology front, “convergence”, the 
ability to offer a vanety of services over the same 
network, is 4 major issue, with digitalization and 
packet switching expanding the service offerings 
and cer of all carers. This trend 
cont St wa the traditional distinctions 
betv val © ‘nternet, and telephone 
indus. _.. companies form relationships and 
sell in the otaer markets. Carmiers continued 
researching and implementing network 
advances tc improve efficiency and enhance 
competiuveness. incumbent camers, in 
particular, continued to leverage new *echnology 
to enhance thei legacy networks 

Neither the 1996 Act nor the FCC's rules 
could foresee the rapid changes caused by hese 
technological advances. Regulation, in short. 
strucgied to keep up with the pave of 
technological advance in 1999. In sum, this 
relatively fluid regulatory and technological 
environment requires the NS/EP community to 
continually monitor and examine the 
implications on NS/EP telecommunications 


NETWORK CONVERGENCE 
The continued enhancement of and adoption by 
industry and Government of Asynchronous 
Transfer Mode (ATM) and Intemet Protocol (IP) 
networks stmulated speculation regarding the 
future of traditional circuit switched networks 
AT&T's announcement that it will no longer 
purchase circuit-based switches further indicated 
a shift towards different transmission protocols 
Severa: Corporate mergers (e.g., Lucent 
Technologies, Inc and Ascend Cotnmunications; 
Nortel Networks, Inc and Bay Networks) also 
foreshadow network convergence. Additionally, 
AT&T's planned acquisition of cable televis7on 
company MediaOne Group, Inc i/justrates carer 
efforts to establish themselves as full service 
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providers of cable, Internet, and telephony 
Altogether, these mergers reflect the 
telecommunications industry's belief that offering 
converged data and voice networking solutions is 
the way to secure future market shares 

The tsemendous increase in use of the public 
Internet and expanding implementation of Intranet 
technology, including virtual networks, are strong 
indicators of the future direction of 
communicauons. Howev 21, much speculation 
Surrounds the swiftness a..d extent of the shift 
The lower levels of reliabili=y and quality of data 
networks as compared with traditional voice 
networks hinder overall industry and Government 
confidence and, consequently, expeditious 
implementation of the next generation pubiic 
network (PN). Additionally, he relative immatunty 
in enterpnse management of data networks 
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compared to PN operations support sysiems poses 
a Challenge that industry must overcome to 
promote interoperability of the divergent networks. 

Maturation of data applications and 
technologies, such as improved quality of service 
offerings and the refinement of IP network-public 
switched network gateways and of data network 
enterprise Management capabilities, will occur 
over the coming years. Additionaily, true “one- 
stop shopping’ network providers will likely 
emerge. These develor.nents along with the 
economic and efficiency incentives associated 
with data networks could prompt expeditious 
multicarrier implementation of end-to-end next 
generation network technologies. 

As network convergence occurs, the NS/EP 
community should continually examine 
opportunities for NS/EP services and operations. 


Consequently, mission-critical NS/EP applications 
that rely on traditional networks may require 
reevaluation and renovation for use on data 
networks as convergence becomes prevalent. 


YEAR 2000 TECHNOLOGY PROBLEM 

During FY 1999, resolving the anticipated effect 
on automated networks of the Year 2000 (Y2K) 
problem remained a high priority for the Federal 
Government because our critical national 
infrastructures — including telecommunications, 
financial services, electric power, and 
transportation — rely heavily on information 
systems. Despite the efforts of each industry and 
all levels of Government to remediate their 
mission-critical information systems, every 
organization remained vulnerable to the 
disruption of its business processes because of 
the problems associated with Y2K. As Y2K 
approaches, concem remains about the 
vulnerability of our critical infrastructures to both 
domestic and international system failures. 

In the telecommunications infrastructure, 
software is an essential component of the basic 
transport and switching facilities used for call 
completion. Consequently, the Y2K problem is of 
significant concem to the telecommunications 
industry and all those who depend on it, including 
Government entities with NS/EP responsibilities. 
Customer premises equipment and 
telecommunications services used to accomplish 
NS/EP missions have been under careful review 
and testing for Y2K compliance. As a result, the 
Y2K problem received a great deal of attention 
from telecommunications industry and 
Government managers. To ensure Y2K readiness, 
both interexchange and local exchange carriers 
conducted extensive interoperability testing. The 
results of these tests have been encouraging. 
Further, intermetwork tests are under 
development for international gateways. 

Given the obvious time constraints placed 
upon Y2K remediation efforts, the timely and free 
flow of Y2K readiness information to the public 
and among businesses, including competitors, 
has been an important aspect of the Nation's 
ability to address its Y2K needs. However, many 
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telecommunications companies were initially 
reluctant to disclose information related to their 
Y2K readiness due to the potential for legal 
comphcations that could result from disclosing 
data subsequently determined to be inaccurate. 

Recognizing the urgency of Y2K 
remediation efforts, the President signed into law 
the Year 2000 Information and Readiness 
Disclosure Act (PL. 105-271) on October 19, 1998. 
The law encourages information sharing by 
protecting from liability businesses that 
inadvertently share inaccurate information 
regarding their Y2K readiness. 

As evidenced by the robust testing efforts 
over the past year, the United States 
telecommunications infrastructure will meet the 
millennium challenge. However, even the most 
painstaking remediation efforts cannot guarantee 
total eradication of the Y2K problem from 
networks or systems. Moreover, other Y2K 
preparedness issues waltant consideration. 

First, the Y2K problem is global. Although the 
United States is taking measures to deal with the 
problem, there is concem that carriers in other 
nations, especially those in developing countries, 
will not handle system failures caused by Y2K. 
Also, Y2K preparations indicate that the impact 
of the Y2K problem will transcend the January 1, 
2000, roll over; it is a long-term problem, and 
disruptions and outages attributable to Y2K could 
occur well before or after the actual date change. 

With these issues in mind, the Federal 
Government initiated an aggressive contingency 
planning effort to prepare for Y2K. Industry and 
Government representatives coordinated their 
Y2K preparations and established plans for 
responding to Y2K induced outages and 
maintaining Government NS/EP services. 
Multipath communications capabilities are in 
place to support coordination between Federal 
Government and telecommunications industry 
centers in the event of PN degradation. Such 
initiatives will help provide the 
telecommunications capabilities needed to keep 
NS/EP missions fully operational if PN outages 
occur. The Federal Government also worked to 
establish an intemational early waming system, 


= 


providing the United States with up to 17 hours 
of advance waming of possible Y2K disruptions. 


CRITICAL INFRASTRUCTURE PROTECTION 
The conclusion of the Cold War, the success of 
coalition forces in the Persian Gulf War, and what 
President George H. W. Bush referred to as a 
“new world order” characterized the beginning 
of the 1990s. Yet, as the Cold War faded, new 
threats to the national interest emerged and 
captured the attention of the Federal 
Govemment. Today, the United States faces a 
more diffuse strategic environment than at any 
other point in its history, one increasingly 
characterized by nontraditional physical and 
cyber threats posed by nation-states, terrorists, 
criminal organizations, and other groups. 
Moreover, the potential targets of attacks have 
grown to encompass threats to our Nation's 
Critical infrastructures, which support national 
secunty, economic competitiveness, and public 
safety and welfare. 

Historically, our approach to protecting 
infrastructures was fragmented. Infrastructures 
were separately regulated and independent of 
one another, allowing for unique solutions to 
ensure their continued operation. However, 
three factors continue to alter how the United 
States views its infrastructures: 


p There is a growing awareness of the extent 
to which the Nation depends on the information 
infrastructure and computer controlled networks 
to support the continued operation of all 
infrastructures 


p Deregulation and globalization are forcing 
infrastructures to become more commercially 
efficient through adoption of information 
technology solutions 


p Interdependencies among infrastructures 
exacerbate the potential consequences of 
growing threats and vulnerabilities. 


To address the threats posed to and 
vulnerabilities of critical infrastructures, 
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President Clinton signed Presidential Decision 
Directive 63 (PDD-63) on May 22, 1998. PDD-63 
directs the Federa! Government to eliminate 
infrastructure vulnerabilities that our Nation's 
adversanes could exploit through physical or cyber 
means. To that end, the directive calls for an 
enhanced public-private partnership and creates 
several new structures to facilitate that partnership. 
It also designates a National Coordinator for 
Security, Infrastructure Protection, and Counter- 
terrorism to serve as a focal point for national 

During FY 1999, the Federal Government 
undertook three broad initiatives to implement 
the provisions of PDD-63 across each 
infrastructure: 1) require Federal departments and 
agencies to develop intemal plans for 
infrastructure protection; 2) promote industry 
efforts to implement Information Sharing and 
Analysis Centers (ISAC) within each 
infrastructure; and 3) develop a National 
Information Systems Protection Plan to 
coordinate the efforts of DOD, Federal 
departments and agencies, and the private 
sector to protect critical infrastructures from 
attacks and interruptions. 

Today's security environment clearly 
warrants vigilance in the face of new threats. 
The bombings of the World Trade Center in New 
York, the Murrah Federal Building in Oklahoma 
City, and the U.S. embassies in Tanzania and 
Kenya, and other incidents over the past decade 
vividly remind us that physical threats to US. 
can result in an enormous loss of life and 
property. Similarly, recent cyberattacks on 
Federal information systems and investigations of 
espionage at our national laboratories illustrate 
the value of computers as weapons in the 
Information Age and demonstrate how 
weaknesses in our computer and 
telecommunications networks expose the 
United States to new risks. For these reasons, 
addressing the threats and vulnerabilities 
affecting our critical national infrastructures is 
one of the most important challenges facing our 
Nation as we approach the 21st century. 


EMERGENCY DISASTER RESPONSE 

Diverse technological and national security 
vulnerabilities characterize today’s NS/EP 
telecommunications environment. However, 
natural disasters also pose a real threat to the 
Nation's safety and security. Although 
sometimes viewed as at the lower end of the 
threat spectrum, natural disasters regularly exact 
high economic costs and can result in significant 
losses of life and property. 

Natural disasters affect every US. State, 
varying in both form and severity. Large 
population centers on the East and West 
Coasts are susceptible to hurricanes and 
earthquakes, while disasters such as floods, 
fires, and tornadoes have the potential to strike 
anywhere in the Nation. The disruption and 
destruction wrought by natural disasters 
will continue to increase as our infrastructures 
grow in complexity and value. Federal 
mandates require robust NS/EP 
telecommunications capabilities, which 
provide a vital link in Federal response strategies 
by facilitating an immediate and coordinated 
response to emergencies, to enhance emergency 
preparedness and response and reduce 
disaster losses. 

Manmade emergencies also constitute a 
serious threat to the Nation. Political unrest and 
wal occuling in many parts of the world remain 
distinct threats to the security of the United 
States. Closer to home, there exists a credible 
threat of terrorist use of weapons of mass 
destruction. The possibility of a widespread 
disaster arising from the use of a nuclear, 
biological, or chemical agent is a serious and 
growing concem as indicated by recent policy on 
counter-terrorism such as Presidential Decision 
Directives 39 and 62, entitied “United States 
Policy on Counterterrorism” and “Combating 
Terrorism,” respectively. The occurrence of any 
one of these events or other emergencies, such 
as a humanitarian aid effort abroad or a major 
transportation accident domestically, would 
necessitate an immediate and coordinated 
telecommunications support function 
Or response. 
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FACING ISSUES OF 
THE 21st CENTURY 


As the NCS prepares to enter the 21st Century, 
the strategic environment facing NS/EP 
telecommunications continues to change. For 
the first 25 years of its life, the NCS was primarily 
concemed with the military threats of the Cold 
War Era. As the Cold War ended, the NCS 
became more concemed with the effect that 
physical damage — caused by natural disasters 
and man made events, such as terrorist attacks 
— had on the availability of NS/EP 
telecommunications services. 

Since the early 1990's, both the NCS and 
NSTAC have understood the importance of 
securing the computers and information systems 
that control and operate the Nation's 
telecommunications networks to assure the 
availability and reliability of NS/EP 
telecommunications service. As we better 
understand the interdependencies of all the 
Nation's critical infrastructures, the implications 
of a “cyber attack” on the telecommunications 
infrastructure takes on new meaning. 

In responding to the Year 2000 technology 
problem, the NCS and the telecommunications 
industry have come to understand the 
importance of information sharing in assuring an 
adequate response to a potential crisis. 
Information sharing is also critical to a timely and 
effective response to a cyber attack on our 
Critical infrastructures. As we move into 2000 
and beyond, the OMNCS will continue working 
to build on the information sharing successes 
from Y2K in addressing the cyber threat to the 
Nation's NS/EP telecommunications system. 


Changes in the national security threat and the 
geopolitical environment, new developments in 
technology and the marketplace, and the vital 
importance of the telecommunications 
infrastructure to all sectors of the economy 

and society make the NCS'’s mission more 
Critical than ever. The subsequent sections of 
this report highlight the NCS's FY 1999 activities 
and accomplishments undertaken to fulfill 

its mission. 

Section II describes the emergency 
response activities of the OMNCS. Section III 
contains information on OMNCS Y2K preparation 
and contingency planning, plus a description of 
OMNCS NS/EP telecommunications support, 
activities, programs, and major interagency 
initiatives. Finally, Section IV reviews the NS/EP 
telecommunications support and activities of the 
NCS member organizations. 

The FY 1999 National Communications 
System Report reflects the NCS’s commitment 
to meeting the full range of NS/EP 
telecommunications needs for the Nation 
under all circumstances. 
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he National Communications System's 
(NCS) National Coordinating Center for 
Telecommunications (NCC) ensures that 
Federal, State, and local responders receive 
national security and emergency 
preparedness telecommunications support 
during disasters. The NCS also provides support 


to emergency response efforts through training of | 


key personnel and provision of 


telecommunications resources. 

The NCS provided communications support 
to disaster relief efforts in response to Hurricane 
Floyd during fiscal year (FY) 1999. During 
September 1999, the NCS deployed three 
augmentees to assist response crews in support 
of these disasters. Staff members were available 
throughout the disaster to provide emergency 
telecommunications resources as necessary. In 
addition, the NCS focused its FY 1999 support 
efforts on training and exercises to improve 
future disaster recovery response. 


On September 8 and 9, the NCC conducted the 
first operational test of their year 2000 (Y2K) 
response capabilities. In preparation for the first 
of several critical Y2K-related dates, the NCC 
activated its emergency operations team fur a 48- 
hour period. September 9, 1999 was a critical 
Y2K date because it was suspected some 
programs could mistake the “9999” date code for 
an end-of-file command sequence used in some 
software to bring certain processes to an end. 
This occurrence could have caused computer 
programs and equipment controlled by 
microprocessors to malfunction. 

This test allowed the NCC, other Federal 
Government agencies, and participating 
telecommunications Carriers to exchange Y2K 
information in real time and test the functionality 
of the NCC Y2K database. During this activation, 
the NCC received periodic network status 
information from 47 carmiers in 29 countries via 
the Y2K database. Although there were 
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nodifficulties reported during the 9/9/99 rollover, 
participants benefited from the opportunity to 
share information about the status uf their 
networks and tested their procedures for the 
millennium rollover. In addition to testing the 
Y2K database, NCC Y2K response plans we7e 
also tested and validated. 


: . 


NCS Operations Planning and Support continued 
development of the third phase of the 
Telecommunications Emergency Response 
sessions. Phase II] seminars are planned to 
reach emergency responders and planners in 
the 10 Federal regions defined by the General 
Services Administration (GSA) and will be 
These seminars are the third in a senes of 
seminars designed to provide participants with 
information that can assist in providing 
telecommunications support to Presidentially 
declared emergencies and disasters. Phase III 
will offer information on emergency plans and 
activities in these critical areas: a) National 
resources including the Federal Response Plan 
b) regional emergency operations and 
telecommunications services; c) national and 
regional emergency operations; and d) current 
and future technologies. A panel discussion on 
issues will also be conducted to familiarize 
requirements of responders across all levels of 
emergency operations. 

The targeted ERTs, which are smaller and 
more informal than full ERTs, are geared 
specifically for newly appointed NCS Regional 
sessions provide an opportunity for Regional 


Managers to receive one-on-one training and 
information on the programs and support the 
NCS offers during emergency response 
operations. Course content will vary depending 
on regional participant requirements. In 
addition to providing training, the seminars are 
designed to facilitate the development of 
working relationships among 
telecommunications emergency responders. 
The first targeted ERT was conducted in Federal 
Region III/Mid-Atlantic Region (Philadelphia) in 
July 1999. During FY 2000, a targeted ERT will 
be conducted in Federal Region [X/Pacific Rim 
Region. Region [IX serves the States of Anzona, 
California, Hawaii, and Nevada; and the Territory 
of American Samoa, the Territory of Guam, the 
Commonwealth of the Northem Mariana 
Islands, the Republic of the Marshall Islands, the 
Federated States of Micronesia, and the 
Republic of Palau. 


NCS Operations Planning and Support, with 
support from the GSA, held a Regional Managers 
Conference for the Regional Emergency 
Communications Planners and the NCS 
augmentees in January 1999. Conference 
participants received detailed information about 
the evolving roles and responsibilities related to 
disaster planning and response operations in the 
10 Federal Regions. The conference fulfilled the 
following objectives: 


B® Provided a forum for presenting NCS 
programs supporting the Federal Regions 


p Established new goals and objectives for 
the expanding NCS regional role 


p Identified regional support requirements for 
developing new planning procedures 
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pm Ensured FRP ESF #2 roles and expectations 


were understood 


pm Prepared regionally assigned NCS 
augmentees for their 2-week active duty. 


The conference was interactive, generating 
discussion among the Regional Managers and 
NCS augmentees on areas of common interest. 
It provided findings and recommendations to 
participants for future actions supporting and 
enhancing NCS mission readiness, such as 


planning, staffing, training, and exercise support. 


In November 1998, the NCS sponsored a 
continuity of operations onentation session and 
relocation site visits for NCC Emergency 
Operations Team members. The onentation 
provided an overview of the Continuity of 
Operations Plan, which was released earlier in 
the year, and the NCC Relocation Plan. It also 
served as preparation for two excursions to the 
NCC relocation site. The site visits enabled team 
members to familianze themselves with the 
relocation facility, review their respective 
responsibilities, verify facility access procedures, 
and test NCS equipment. Participants also 
provided feedback on additional resources 
required within the NCS work area. 
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his section highlights the activities and 

accomplishments of the Office of the 

Manager, National Communications System 

(OMNCS), the National Communications 

System (NCS), and the national secunty and 
emergency preparedness (NS/EP) community 
during fiscal year (FY) 1999. Special emphasis is 
given to OMNCS reorganization, its preparations 
related to the Year 2000 (Y2K) technology 
problem, and the telecommunications 
infrastructure. The introduction to this section 
recounts the evolution of OMNCS Y2K 
preparedness initiatives; the remainder of the 
section presents further details of OMNCS 
program-specific activities. 


OMNCS 

REORGANIZATION 
On September 1, 1999, OMNCS reorganized its 
the OMNCS reorganization to improve the 
OMNCS focus on information assurance (LA) 
issues, consolidate LA resources, and create a 
strong LA presence at the National Coordinating 
Center for Telecommunications (NCC). 

The major change was the merger of the 


| 


Technology and Standards Division (N6) with the 
Programs Division (N2) to form the Technology 
and Programs Division (N2). This division 
assumes a majority of the LA activities heid 
previously by the Customer Service and 
Information Assurance Division (N5). In addition, 
an Indications, Assessment and Warming (LAW) 
unit was established within the Operations 
Division (N3). 

The Customer Service and Information 
Assurance Division (N5) was renamed the 
Customer Service Division. 


Y2x 
Early Awareness. [n January 1998, the 
Manager, NCS, asked the President's National 
Security Telecommunications Advisory 
Committee (NSTAC) to provide a report to the 
President on the status of telecommunications 
industry actions to ensure continuity of service 
through the millennium transition. Although 


efforts to make the telecommunications 
infrastructure Y2K-ready were well under way, 
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response to the Manager's request, the NSTAC 
recommended actions to the President to 
enhance the Y2K readiness of NS/EP 
telecommunications and to mitigate the impact 
of any Y2K-induced service disruptions on the 
Nation's NS/EP posture. In addition, the 
NSTAC’s Industry Executive Subcommittee (IES), 
working in conjunction with the OMNCS, began 
to facilitate meetings between industry and 
Government to help ensure that all aspects of the 
Y2K proolem pertaining to NS/EP 
telecommunications were considered and that 
appropnate contingency plans were developed. 

Building on its industry/Government 
coordination role, the O MNCS became 
increasingly involved in high-visibility Y2K 
events and activities. In July 1998, the Deputy 
Manager, NCS, and the chair of the NSTAC’s 
Network Group addressed the Senate Special 
Committee on the Y2K Technology Problem. 
Testimony focused on the actions OMNCS and 
NSTAC were taking to address Y2K readiness of 
Concurrently, the OMNCS became actively 
involved in the Network Reliability and 
Interoperability Council's (NRIC) efforts to 
Rechartered in 1998 and chaired by AT&T's chief 
executive Officer, the NRIC advises the Federal 
Communications Commission (FCC) on the 
efforts of the industry to prepare for Y2K 
conversion. 


Growing Interest. High-level interest in 
OMNCS Y2K activities intensified as the Director, 
Office of Science and Technology Policy (OSTP), 
convened the Joint Telecommunications 
Resources Board (JTRB) on January 5, 1999, for 
the fizst time in more than 6 years. Established 
to provide advice to the Director, OSTP. in the 
exercise of the Director's nonwartime 
telecommunications functions assigned by 
Executive Order (E.O.) 12472, the role of the JTRB 


is to provide advice and Guidance on 
telecommunications matters to the President and 
Federal departments and agencies. Senior 
representatives from the Department of State 
(DOS), Department of Defense (DOD), Federal 
Emergency Management Agency (FEMA), the 
General Services Administration (GSA), the 
Administration, the FCC, and the NCS met in the 
Old Executive Office Building to discuss general 
Y2K issues and the role of the JTRB during any 
Y2K crisis. As a result of this first meeting, the 
NCS agreed to provide the OSTP with a 
recommendation whether to convene the 
JTRB in the wake of a disruption in 
A follow-up meeting on August 5, 1999, 
issues through the use of scenanos created by 
the OMNCS. 

The OMNCS had undertaken significant 
research before January 1999, to determine 
the potential effects of Y2K on the public 
included gathering data on telecommunications 
equipment compliance. Switch failure was of 
great concer to commercial and Government 
gathered to construct a model that would 
project effects on the critical user community 
and potential national security implications. 
Therefore, at an NCS Council of Representatives 
(COR) meeting in late January 1999, the 
OMNCS requested key facility data from 
each member agency. By obtaining this crucial 
information, the OMNCS was able to outline 
areas of concern where Y2K-induced failures 


rollover brought a number of industry/ 
Government organizations to the NCC to 
discuss mutual Y2K response issues. At the 
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same time, the OMNCS conducted an extensive 
data collection effort to identify the Y2K 
compliance of telecommunications assets that 


agencies to aid in the preparatio: for Y2K. 

In early 1999, the US. Government began to 
voice concern about the possibility of a Y2K- 
induced incident that could induce a domino 
west of the international dateline would first 
was essential, the OMNCS began development 
of an early warming mechanism to enabie 
community Cooperation between industry and 


of a widespread outage, the Telco Y2K Forum 
decided to create a data repository of incident 
includes representatives from the largest local 
domestic carmers in the United States, was 
formed in 1996 to share information and promote 
participation in Y2K testing initiatives. During a 
meeting between the Telco Y2K Forum and the 
NCS in February 1999, the Manager, NCC, and 
Forum representatives agreed that the OMNCS 
wouid lead an effort to create an incident 
information enabling awareness of potential 
events for critical users. The Forum felt it was in 
the best interest of its members to share real- 
OMNCS. By doing so, potential problems could 
be identified early, response would be decisive, 


and results would be shared in an effort to 
preempt failures in networks throughout the 
United States. The outcome of this agreement 
was the NCC Y2K database, which would 
Correlate input from trouble reports, allow 
participating members access to these reports, 
and produce pattern analysis reports to aid Y2K 
response efforts. 

The OMNCS proceeded to secure 
participation in the database effort among 
_ domestic telecommunications camers and 
_ vendors to provide early wamings domestically. 
_ However, because the telecommunications 

infrastructure does not exist solely as a domestic 
_ @Ntity, it was imperative for the OMNCS to 
_ secure intemational participation as well. During 
_ amMeeting of the North Atlantic Treaty 
Organization (NATO) Civil Communications 
Planning Committee (CCPC), Stockholm, 
Sweden, in March 1999, the Manager, NCC, 
articulated the significance of creating an early 
_ NATO's Partnership for Peace on NCS/NCC Y2K 
_ Changeover plans at that time. 

In Apni 1999, the NCS heid negotiations 
with Canada and several Internationai 
Telecommunication Union (ITU) members in a 
move to foster international cooperation. An 
agreement was reached that would allow 
international entities to share data. The NCC 
Y2K database would therefore serve as a 
mechanism to provide the OMNCS with 
international data necessary to successfully 
produce early warming messages, alert 
supply possible solutions to problems occurring 
in similar equipment types. 

To further assist in the information-sharing 
process, the OMNCS expanded its External 
Affairs home page during fF ¢ 1999 to include a 
separate section on Y2K activities. The Y2K 
home page provides information on 
to other Government Y2K program Web sites, 
_ and provides a source of news articles and 
| speeches from senior Government officials 
on Y2K issues. 
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Preparation, Coordination, and 
Implementation. The Y2K Information 
Coordination Center (ICC), established by the 
President's Y2K Conversion Couicil to provide 
the President with an accurate, unified picture of 
the Y2K stats of the Nation duzing Y2K rollover 
penods, contacted the NCC in Api] 1999, to 
discuss the use of the industry-provided 
information in the NCC Y2K database to support 
the ICC mission. It was agreed that the NCC 
would play a major role in providing regular 
Status incident reports and assessments 

to the ICC. 

In additicn to its central role in maintaining 
the telecommunications Y2K database, the 
OMNCS worked to ensure that its NS/EP 
Government Emergency Telecommunications 
Service (GETS), the Shared Resources (SHARES) 
Prionty (TSP) System, were prepared for Y2K. 
band service for authonzed Government users 
engaged in NS/EP missions, supplied more than 
6,500 personal identification numbers (PIN) to 
key personnel in Federal, State and local agencies 
as part of a plan to address potential Y2K failures. 

The SHARES program prepared to provide a 
backup means of communications through the use 
of high frequency (HF) radios should the public 
network (PN) be significantly degraded. Several 
Federal agencies have declared SHARES and HF 
radios as the pimary backup communications 
media for their Y2K and Continuity of Operations 
(COOP) plans. During the rollover period, SHARES 
will increase their operational readiness to Level 
One, the highest degree of preparedness, in the 
event of confirmed PN outages. 

The TSP System experienced an increase in 
requests from NCS member agencies for service 
pnonitization. Requests were made to promote 
Quicker vendor response times to critical circuits 
potentially affected by Y2K. Additionaliy, the TSP 
System's primary server, the Prionty 
Telecommunications System, was tested for 
potential date anomalies to ensure continuity of 


confirmed that all cntical hardware and software 
is indeed Y2K-compliant. 

In addition, the OMINCS also focused on 
Coordinating Network (NTCN). The NTCN 
Federal departments and agencies, 
manufacturers during penods of potentially 
widespread PN outages caused by Y2K. To 
guarantee NTCN operation during the Y2K 
rollover penod, the NCC implemented a number 
of enhancements to the existing system and 
installed a duplicate system at the NCC 
purchasing and installing a conference bndge for 
each system. This conference bridge 
interconnects vanous types of communications 
systems enabling the users to communicate 
between different types of media. This 
connectivity is crucial between 
training of operators and users and performed a 
system validation to ensure system readiness. 

To coordinate their expanding Y2K response 
role and to ensure their Y2K readiness, the 
OMNCS and the NCC developed a 
industry/Government Y2K Operations Plan. The 
NCC published the first version on May 19, 1999, 
and continued to expand, update, refine, and 
coordinate the document throughcut the year. 
Designed 4s a living document, the plan provided 
a record of NCC preparedness and Y2K 
compliance activities. It also provided 
organizations with a ready reference on NCC 
operational information to enhance the 
interoperability of organizational contingency 
plans with the NCC. 

NCC, sponsored a series of Y2K training events 
for Emergency Operations Team (EOT) members 
and other NCS personnel. These seiiiuiiais 
issues, palticularly as they apply to NCC 
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The second session, held in May, focused on 
emergency response tools and resources for NCC 
the Y2K compliance c* infrastructure-related 
systems within the NCC operations center, the 
Defense Information Systems Agency (DISA) 
headquarters building, and the NCC relocation 
site. The final seminar in August detailed the 
preparations for NCC Y2K operations. This 
session provided demonstrations and hands-on 
expenence with some of the NCC’s response 
equipment. Subject matter experts invited by 
the OMNCS conducted each of these seminars. 

To suppiement these training seminars, 
Training, Exercise and Regional Support (TERS) 
supported FEMA in the development of a senes 
of Y2K tabletop exercises. These exercises 
included the following: 


p» FEMA Y2K Tabletop Exercises were 
held in February and March 1999. These 


p> FRP Community Y2K Tabletop 
Exercise was held in May 1999, following the 
designed to explore issues related to supporung 
Federal consequence management response 
resulting from Y2K. 


® National Y2K Tabletop Exercise was 
attended by designated White House officials, 
Cabinet Secretanes, and other designated senior 
US. Government officials. The National Y2K 
Tabletop Exercise reviewed US. policies for 
international and domestic consequence 
management and project leadership and focused 
on coordination among departments and 
agencies, identification of potential issues, and 
enhancement of participants’ ability to respond 
in a Y2K environment. 


By June 1, implementation of the NCC Y2K 
Database and its support structure was nearly 


- completed as final additions to the database 
_ were made, and the development of wraining, 
_ test, and evaluation plans, procedures, and 
_ version of the database was put on line on 


July 1, 1999. and industry and Government 


_ on database performance On July 13, the 


OMNCS established the Y2K Configuration 
Control Board to work closely with users 

and developers to evaluate all additional 
database requireinents and proposed changes. 
On Juty 29 and 30, the OMNCS sponsored 
Y2K Database administrator training for 
industry a1..1 Government users from all 


over the country. The focus oj the training 


was to ensure all users had a common 
understanding of database information fields 


and operational fe?" wes. The high point of 


Online and Ready. On August 18, the 
operational database was put on line and 
tested, and the NCC focused on preparations 
for the critical Y2K rollover date on 
September 9. Programmers have used “9999” 
as the end of file command for a number of 
programs to signify termination of these 
programs. It was feared that computers 
would misinterpret the “9/9/99” date as this 
end of file command. This misinterpretation by 
computers Could cause the computer program to 
terminate and could create potential outages 
during rollover. The NCC activated its 

EOT and went on full alert for the period 
September 8~9, 1999. This activation allowed a 
dress rehearsal for industry and Government 


_ participants before the most critical Y2K date 
_ Of January 1, 2000. The NCC and its industry 


and Government partners proved that they 
would be ready. 
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The Technology and Programs Division 
implements evolutionary telecommunications 
NS/EP capabilities for an enduring and effective 
telecommunications infrastructure. The division 
develops technical studies, analyses, and 
standards that promote the reliability, security, 
and interoperability of NS/EP 
telecommunications. 

Objectives emphasize incorporating 
advanced, cost-effective technology into NS/EP 
communications programs. In fulfilling this 
mission, division personnel evaluate emerging 
technologies to mitigate technical impediments 
to interoperability and satisfy NS/EP 
requirements. They use this information as they 
participate in industry and intemational 
standards organization meetings to ensure that 
NS/EP requirements are incorporated in the 
standards and recommendations developed. 

The following paragraphs highlight the 
major projects undertaken by the Technology 
and Programs Division during FY 1999. 


GOVERAIVENT EMERGENCY 
TELECOMMURICATIONS SERVICE 


BACKGROUND 

The OMNCS established GETS to meet White 
House requirements for a survivable, 
interoperable, nationwide voice band service for 
authorized Government users engaged in NS/EP 
missions. GETS satisfies these requirements by 
processing in local and long-distance telephone 
networks. GETS ensures users a high rate of 
successful call completion during network 
congestion or outages arising from natural or 
manmade disasters. 

From the beginning, GETS planners focused 
on the PSN as the most efficient, reliable 
technology for supporting a service that would 
meet NS/EP mission requirements. The use of 


the PSN leverages the PSN'’s vast resources — a 
$300 billion infrastructure with more than 170 
million access lines, 26,000 switches, and 2,200 
mobile switching centers. The PSN is 
ubiquitous, robust, and flexible. It supports 95 
percent of the Government's 
telecommunications needs, and despite its 
enormous size and complexity, the PSN averages 
99.999 percent availability. 

Exhibit 3-1 shows the various means of 
communications through which GETS users 
can access the system. 

The initial objective of GETS planners was 
to expeditiously field a service that would 
provide priority call treatment and then 
incrementally improve the service with 


Exhibit 3-1 


INTERNATIONAL 


specialized calling features. The strategy of 
developing GETS by using the existing assets of 
the PSN enabled early implementation and 
provided for technical currency by leveraging the 
continual improvements made by the industry. 
Using the software resources of the PSN also 
made it unnecessary for the Government to 
purchase, install, maintain, and eventually update 
network equipment. 

The approach to implementing GETS initially 
focused on the interexchange carrier (IXC) portion 
of the network. This approach resulted in separate 
GETS contracts with AT&T, MCIWorldCom, and 
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Sprint —— the three largest IXCs. As a result, these 
calmiers are the only IXCs capable of authorizing 
and processing GETS calls. Therefore, it is critical 
that access to these carmiers be available at all PSN 
end offices and mobile switching centers. Each of 
these | “Cs began with the same basic set of 
functional requirements; however, as a result of the 
implementation approach pursued by each IXC 
and the inherent differences in the structure of 
their respective networks, the operational features 
and capabilities differ slightly among the providers. 

Today, the primary focus of feature 
implementation has shifted to the local exchange 
carer (LEC) networks. A separate integration 
contract (IC) was competitively awarded to GTE 
Goverment Systems Division for integration of 
LEC implementation of GETS and for overall 
GETS operation, administration, and 
maintenance services. The first phase of GETS 
LEC feature deployment, alternate carmier routing 
(ACR), was based on advanced intelligent 
network (AIN) technology. ACR enhances 
access by automatically attempting all three 
GETS [XCs. The GETS IC entered into contracts 
with four primary switch manufacturers— 
Lucent, Nortel, AG Communications Systems 
(AGCS), and Siemens for the implementation of 
priority treatment and enhanced routing features 
on their products. The GETS IC also entered into 
contracts with LCs for the deployment and 
operation of these features. During FY 1999, 
deployment of \eatures began in several LECs on 
Nortel, Lucent, and AGCS switches. 

The OMNCS also is investigating potential 
enhancements in other areas of the PSN. The 
GETS IC, through a contract with Lucent, 
conducted a demonstration of potential cellular 
network enhancements that initiated a dialogue 
with industry on what should be done to 
enh ance NS/EP telecommunications in the 
wireless networks. Based on proposals by the 
switch vendors that leverage recently completed 
LEC feature development, the GETS Program is 
investigating enhancer *ts that would help 
GETS calls terminate from the PSN to customer 
premises (€.g., private branch exchanges [PBX)). 
The GETS Program also continues to monitor the 


potential impact of opportunities offered by 
evolving network tecl.nologies, such as 
industry's recent movement toward offering 
voice service as a packet-based service. 

The OMNCS created a phased 
implementation approach for GETS to 
accommodate the dynamic nature of the 
implementation effort. This approach has proven 
to be quite successful. The phases, designated 
Limited Capability (LC), Initial Operational 
Capability (IOC), and Full Operational Capability 
(FOC), are described briefly below. 


pm TheLC phase began on September 30, 
1994. Throughout this phase, users were able to 
place GETS calls through the LECs, using the 
universal GETS access number, to the three IXCs 
that provide GETS priority call processing. 
During this phase, implementation of additional 
features took place on the [XCs, to include 
interoperability with Federal 
Telecommunications System 2000 (FTS-2000), 
Diplomatic Telecommunications Service, and the 
Defense Switched Network. 


p The IOC phase began on October 1, 1995. 
IOC capabilities consist of all LC capabilities and 
additional [XC services. The GETS services in 
the LECs consisted of the initial deployment of 
alternative carmier routing. 


p The FOC phase is scheduled for the year 
2001. FOC capabilities will include all IOC 
capabilities as well as LEC network features 
curently in place or under implementation. 
During this phase, additional capabilities may be 
implemented based on analyses that 
demonstrate the benefit of such capabilities. 


OPERATION AND FEATURES 

Access to GETS is quick and simple. Users 
access GETS by dialing a universal access 
number (1-710-NCS-GETS) using common 
telephone equipment, such as a standard desk 
set, secure telephone (e.g., STU-II), facsimile, 
modem, or cellular phone. Telephones on the 
FTS-2000 Network, the Diplomatic 
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Telecommunications Service, and the Defense 
Information Systems Network (DISN) can also 
access GETS. 

When the GETS access number is dialed, a 
tone prompts the user to enter a Personal 
Identification Number (PIN) and the destination 
telephone number. Even if the access control 
system fails, there is a “fail open” feature that will 
allow authorized users to complete their GETS calls. 
The OMNCS can deactivate PINs for fraud or abuse. 


PRIORITY TREATMENT AVAILABILITY 

In addition to implementing priority treatment 
and enhanced routing features in the IXC and 
LEv trunk networks, the OMNCS is also working 
to ensure NS/EP calls receive priority in the 
Signaling System 7 (SS7) networks that manage 
calls in the carrier trunk networks. In 1993, the 
American National Standards Institute (ANSI) 
approved the High Probability of Completion 
(HPC) Standard ANSI T1.631-1993 that provides 
both a classmark for NS/EP-related signaling 
messages and a high priority level for those 
messages within the SS7 message priority 
scheme The classmark allows NS/EP calls to be 
recognized in any network, facilitating the 
application of available GETS features. The 
higher priority level was designed to improve the 
likelihood that GETS calls would coritinue to be 
processed in the event of congestion within the 
SS7 networks. 

In 1996, ANSI modified the SS7 standards so 
that NS/EP traffic would not share the higher 
priority level with plain old telephone service 
(POTS) traffic. The GETS Program worked 
Closely with the Network Interconnection and 
Interoperability Forum (NIIF) to facilitate industry 
migration to the 1996 standard related to SS7 
message priority. GETS representatives worked 
with NIIF members to build consensus on a 
migration plan and schedule and won adoption 
of a resolution codifying the plan. NIIF 
introduced Issue No. 0095, Implementing POTS 
IAM Pnontty Level 0, in December 1997. Based 
on the resolution, plans have been received from 
most members providing specific dates by which 
they will comply with the standard. Plans are 


expected to be provided by the remaining 
members early in FY 2000. 

The switches that either currently comply, 
or will soon have the capability to comply, with 
the standard will serve more than 90 percent of 
the access lines in the country. 


INTEROPERABILITY 

Many of the significant challenges currently 
facing GETS involve consistent toll-free 
treatment for service users at privately owned 
user-to-network access devices. Similar to other 
services, GETS must navigate the new services- 
rich, but highly competitive, telecommunications 
environment spawned by the 
Telecommunications Act of 1996. Resulting 
industry deregulation has led to a significant 
increase in the number of service providers 
within the industry. This environment has given 
rise to difficulties in placing successful toll-free 
GETS calls from privately owned point-of- 
exchange devices, such as coin phones and 
PBXs in some service areas. Testing has shown 
this to be particularly true for coin phones owned 
and operated by small businesses and PBXs 
operated by the hospitality industry (e.g., hotels 
and motels). Commonly encountered problems 
include the requirement to deposit coins at a 
coin phone before dialing, improper charging by 
hovel and motel billing systems, and the 
inaccessibility of GETS [IXCs because of business 
alrangements between user-to-network device 
owners and [XCs. 

Paramount to the problem of toll-free access 
at privately owned devices is industry 
recognition of the 710 Numbering Plan Area 
(NPA) as nongeographic, emergency, and toll- 
free. To this end, the OMNCS is working with the 
North American Numbering Plan Administrator 
(NANPA) and the FCC to issue guidance to 
industry on publicizing the 710 NPA to give it 
stature as an emergency toll-free service per 
Sections 228(c) and 276(b) of the 
Communications Act. Based on this work, the 
NANPA issued a planning letter (PL-NANP-172, 
April 12, 1999) advising industry of the 
Government's use of the 710 NPA. This letter 
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also notified owners and managers responsible 
for user-to-network access (including 
cellular/personal communications services [PCS] 
networks, PBXs, and payphones) of the need to 
ensure that 710 calls are not blocked by their 
equipment. Also, Telcordia (formerly known as 
Bellcore) modified the Local Exchange Routing 
Guide to include routing procedures for 

710 calls. 

In addition, the OMNCS is working with 
coin phone industry groups, such as the 
American Public Communications Council and 
hospitality industry organizations and 
associations, to raise awareness of GETS as an 
emergency, toll-free service to be given 
treatment similar to that provided for 911 
emergency, toll-free calls. 


In addition to being used to overcome 
congestion and damage associated with natural 
disasters, GETS was used to overcome a network 
failure in FTS-2000. In one instance, FTS-2000 
calls could not be completed from Washington to 
Denver because of a failed switch. Government 
users were administratively blocked from using 
Carmiers other than FTS-2000 but were able to 
access GETS and complete their calls. 

In the past year the GETS Program made 
significant progress in its outreach efforts to 
State and local user groups. The number of State 
and local agencies (including the American Red 
Cress) with GETS accounts rose from 121 to 177. 
State and local users now account for 5,364 of 
the more than 27,000 distributed GETS PINs. 


Work has begun to assess the impact of 

using the Internet for NS/EP communications. 
While few critical NS/EP communications are 
carried by the Internet at present, increased 
use is expected. In addition, it is expected that 
many voice connections in the public networks 
(PN) will be transported by Intemnet-type data 


protocols. The areas that are being investigated 
include methods of obtaining NS/EP-specific 
priority services on the Intemet, impact of 
switched and data network convergence on 
NS/EP services (e.g., GETS and TSP), and security 
of the Intemet. 


The AIN is a rapidly evolving 
telecommunications technology identified 

by the President's NSTAC and the OMNCS as 
potentially having the ability to meet the NS/EP 
telecommunications needs of NCS member 
organizations. 

AIN technology supports the 
telecommunications architecture consisting 
of signaling systems, switches, computer 
processors, databases, and transmission 
media. The convergence of these elements 
allows for customized software-defined network 
services that can be flexibly, rapidly, and 
cost-effectively configured to meet changing 
customer needs. Among other capabilities, 
AIN provides priority recognition, user 
authentication, enhanced routing, and 
network management alternatives in support 
of NS/EP contingency operations. 

In the competitive market environment 
created by the Telecommunications Act of 
1996, PN carriers are becoming increasingly 
dependent on AIN capabilities to deliver 
services to their customers. Carriers are 
using AIN to deploy local number portability 
(LNP), as mandated by the FCC, to open 
networks to competitive service providers, 
and to meet customer demand for new 
service capabilities (e.g., mobility, data, 
internet access). 

The AIN efforts in the OMNCS address AIN- 
based technology applications for NS/EP with 
the following mission objectives: 


pm Assess AIN architectures, standards, and 
implementations 
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NCS member organizations to fulfill mission 
that the OMNCS can introduce into NS/EP 
initiatives (e.g., GETS) through successful proof- 
of-concept demonstrations. 

The OMNCS is deploying AIN-based 
alternate carrier routing to support LEC- 
enhanced routing. In conjunction with AIN 
efforts, the GETS Program Office is also pursuing 
use of the SS7-based HPC ANSI standard for 
further enhancements. Additionally, the OMNCS 
is investigating recent signaling network outages 
of AIN and SS7 network service providers. 

a Critical mass in the public telecommunications 
network. The industry's deployment of LNP 
OMNCS continues to monitor FCC rulemakings 
that may affect AIN availability and participates in 
industry forums to communicate NS/EP needs. 
Recent accomplishments include demonstration of 
an intelligent network-based release-to-pivot 
capability for efficient routing, analyses of intelligent 
network and network convergence issues, and a 
study of AIN signaling message priorities used to 

Currently, the OMNCS is evaluating the role 
of traditional intelligent network capabilities in 
emerging multimedia networks, intelligent 
devices, and future applications of the emerging 
wireless intelligent network. This applied 
research enables the AIN Program Office to 
influence these promising new technologies in 


the developmental stages and ensure the 
continued efficacy of existing and future 
intelligent network applications. 


WIRELESS SERVICES 


E.O. 12472 assigns the OMNCS the responsibility 
of conducting technical studies or analyses and 
examining research and development (R&D) 
programs to identify improved approaches that 
may assist Federal entities in fulfilling NS/EP 
telecommunications objectives. To carry out this 
responsibility, the OMNCS began several 
wireless program initiatives to ensure that 
industry understands NS/EP user requirements 
and supports these requirements in their 
networks. 


CELLULAR PRIORITY SERVICE 

Cellular Priority Service (CPS) is being 
accomplished in response to White House 
direction resulting from NSTAC 

repeatedly illustrated the importance of cellular 
technology in providing timely emergency 
telecommunications for Federal, State, and local 
users at a disaster site. However, increased 
personal use of cellular communications often 
creates network congestion and high levels of call 
most need mohile communications. As a result, 
the OMNCS, working with industry leaders, 
industry associations, State representatives, and 
standards bodies, developed the CPS Program to 
facilitate and coordinate the development of a 
cost-effective, uniform, nationwide cellular priority 
access service capability that enhances NS/EP 
user access to the PN. 

The OMNCS is working with the FCC to 
address the regulatory issues associated with the 
implementation of cellular priority. In the 
meantime, the OMNCS has completed several 
studies investigating the technical aspects of 
CPS implementation. 


ENHANCED SATELLITE CAPABILITY 
Through the ESC Program, the OMNCS 


ue 
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investigates emerging satellite technologies, _ telecommunications payload that may provide 
analyzes their ability to support NS/EP Intemational Mobile Telecommunications (IMT)- 
requirements, and works to improve and | 2000 communications. 

enhance their ability to support these 


requirements. The recent depioyment of 
commercial low Earth orbiting satellite systems 
(eg, Globalstar, ICO) created another potential 
source of NS/EP telecommunications. 


WIRELESS DATA SERVICES 

New technologies in the field of wireless 

satellite technologies, continue to emerge. To 

investigate the potential of these technologies for 

providing NS/EP telecommunications, the 

OMNCS developed the Priority Wireless Data 
Major areas being investigated to determine 

whether they can aid NS/EP users in successfully 

technologies, and unmanned aerial vehicles. As 

other technologies or systems develop, the 

PWDS Program will also examine these to ensure 

that the OMNCS remains aware of all relevant 

developments in telecommunications. 


Wireless Data. The OMNCS continues to 
investigate wireless data technologies and 
service providers to identify potential support for 
NS/EP users, and to enhance Government 
awareness of wireless data capabilities. Delivery 
of these services can be via personal data 
assistants (PDAs) and cellular phones. 


Unmanned Aerial Vehicles. A study was 
conducted to identify opportunities in the 
aerial platform technology industry to be 
used for NS/EP requirements. It was found 
that mounting a communications relay on 
an aerial platform would improve the 
communications range of any of the terrestrial- 
based systems. This technology would also 
allow Government agencies to use existing 
equipment. 

Of particular interest to the NCS are high 
altitude platform stations (HAPS). A HAPS is a 
helium-filled, lighter than air platform with a 


| 
| 


International Mobile Telecommunications- 
2000. IMT-2000 is an ITU initiative that uses a 
“family of systems” concept to unify the existing 
diverse wireless systems into an interoperable 
global infrastructure capable of offering a wide 
range of services, including global roaming. The 
OMNCS is determining the implications of IMT- 
2000 for NS/EP telecommunications. The 
OMNCS anticipates that IMT-2000 will mature 
around the year 2000. 


Federal Wireless Users Forum. The Federal 
Wireless Users Forum (FWUF) provides an 
Opportunity for current and future Government users 
of wireless services to obtain information on various 
types of services. The OMNCS facilitates the FWUF. 
focusing on technical issues and policies having 
implications for NS/EP telecommunications. The 
the OMNCS co-hosted a workshop in May 1999. 
The workshop addressed regulatory issues, Federal 
industry update on Y2K, wireless security issues, 
Representatives from Federal, State, and local 
governments, wireless equipment manufacturers, 


Personal Communications Services. Major 
OMNCS efforts focus on standardizing the Stage 2 
service description for Priority Access and 
Channel Assignment-Enhanced (PACA-E) service. 
The Stage 2 description depicts the network 
architectures and message flows needed to 
implement the PACA-E service and describes 

how the various network entities interact to 
provide the service. This Stage 2 document is 
defining a new feature, PACA-E egress, which 


_ defines how a call attempt is queued on the 


egress side of the network. When finished, service 
providers can use it to implement queuing on the 
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egress side of their networks. 

The OMNCS also actively participates in 
conceming Enhanced Wireless Emergency 
Services. When developed, these standards will 


Land Mobile Radio. Land mobile radio (LMR) 
is a Critical component of NS/EP 
communications. It is the common denominator 
for Federal, State, and local government 
personnel responsible for providing on-site 
support for NS/EP events. LMR, also called 
dispatch mobile radio, is widely used within 
every Government department and agency and 
is particularly valuable in NS/EP operations. 

The OMNCS is a key participant in national 
and intemational standardization efforts for 
Federal, State, and local government standards 
effort called Project 25. 


OMNCS personnel actively participate in 
recommendations for multimedia service 
definition and multimedia systems, including the 
terminals, and modems 


Network Management. OMNCS personnel 
serve in leadership positions for the development 
of standards for high-speed networks. There has 
been a particular focus o1 developing a new 
family of international standards for 

online automatior of network management 
operations and data interchange between 
providers and their customers. This work is 
being conducted in the ITU Telecommunication 
Standardization Sector Study Group 4, 
Telecommunications Network Management 
and Network Maintenance. In addition, the 


intemational consortium known as the !- “work 
Management Forum, the ANSIT1M1 stan —ards 
committee, and the U.S. Electronic 
Communications Implementation Comm: ‘tee 
also work on many critical issues that affect the 
standards being developed. These standards 
will bring automation to the network 
management processes and enable real-time 
interchange of management data. 


Networks Physical Protection Standards. 
The OMNCS has worked to develop physical 
protection standards for the telecommunications 
infrastructure through ANSI and the ITU. Most 
recent efforts focused cn ANSI T1.320-1994, 
electrical protection techniques for 


Asynchronous Transfer Mode. The OMNCS 
is interested in understanding emerging uses for 
asynchronous transfer mode (ATM) and their 
possible application to NS/EP. Recent activities 
have focused on analyzing the application of 
ATM over asymmetric digital subscriber line 
(ADSL) systems and the relationships of popular 
transmission characteristics to perceived quality 
for digital video over ATM. 


Dense Wave Division Multiplexing. The 
adoption of emerging dense wave division 
multiplex (DWDM) technology by IECs, LECs, 
and private enterprise networks reflects the 
initial phase in creating an all-optical broadband 
network capabilities to meet the broadband 
demands of the evolving Internet, including 
the Internet's integration with 
telecommunications networks such as the 
Given all of the above factois, DV’DM 
Major OMNCS efforts focus on the analysis of 
DWDM technology to support crisis 
management and disaster communications; 
DWDM interoperability, interconnection, and 
interworking; and technical contributions for 


3-13 


7] 


a 


Sereatrieses svrstes 
be 


incorporation of NS/EP interests into evolving 
optical transport network recommendation 
developments of the ITU's Telecommunication 
Standardization Sector, Study Group 13. Study 
Group 13 is responsible for general network 
aspects and studies relating to the initial studies 
of the impact of new system concepts and 
mnovative technologies on telecommunication 
networks. 


In concert with its technology activities, the 
OMNCS manages the Federal 

programn develops NS/EP-related standards and 
recom .endations through the Federal 

(FTSC) and through commercial, national, and 
the governmental interagency FTSC is chaired 
by the Chief of the Technology and Prograls 


OMNCS automated network modeling and 
analysis tools reside in the Network Design and 
Analysis Center (NDAC). The NDAC supports 
several OMNCS network reliability and LA 
analysis. A continuing objecuve is to maintain a 
Current and valid data model of the U.S. PN. 
OLANCS personnel, with contractor support, 
continued to adapt current models to changes in 
PN architectures and routing schemes arising 
from the introduction of new carmiers, networks, 
and technologies, such as synchronous optical 
networks, ATM, wireless services, and the 
Internet. 


STRATEGIC ARCHITECTURE 


a Strategic architecture that defines future 
capabilities to fulfill NS/EP requirements. The 
architecture is a melding of requirements, 
developed by the Customer Service Division, 
with forward-looking, commercially standardized 
products and services. 


FY 1988 PRODUCTS 


Exhibits 3-2 and 3-3 present highlights of 
significant accomplishments in the Technology 
and Programs area. Exhibit 3-2 lists technical 
notes and technical information bulletins 


The NCC continues to serve as the operations 
focal point for the initiation, coordination, 
restoration, and reconstitution of NS/EP 
Activity increased significantly as the NCC 
focused on Y2K issues and the enhancement of 
its indications, assessment, and warning (LAW) 
capability. NCC Y2K activities are discussed in 
the “Y2K Preparedness” portion of this 
document. 

On October 15, 1998, the NCC LAW Center 
Pilot was concluded. It proved that the NCC 
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Title Date Number 
Channel Reservation vs. PACA Queuing: January 1999 TN Vol 6, No. 1 
A Comparison of Priority Call Handling Techniques 

CORBA - A Prospective Solution to Interoperability October 1998 TN VoL 5, No. 3 
Asynchronous Transfer Mode (ATM) Over Asymmetric January 1999 TIB-99-1 
Relationships of Popular Transmission Characteristics to January 1999 TIB-99-2 
Perceived Quality for Digital Video Over ATM 

Gigabit Networking January 1999 TIB-99-3 
Exhibit 3-3 


Video Teleconferencing Services at 56 to 1,920 kbit/s October 1998 FTR 1080A- 1998 


36 
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planning and implementation of enhancements to 
the NCC’s LAW capability continue and will result 
in several new developments. These changes will 
include a revised industry/Govermment concept of 
operations: implementation of a training program 
for NCC staff; and additional operational 
capabilities to receive and correlate intrusion 
incident data feeds from industry/Govermment 
operations Centers. 


The NTCN provides direct communications links 
betweer Federal departments and agencies and 
telecommunications Camers and equipment 

manufacturers during penods of widespread PN 


degradation or outages. This capability ensures 
timely dissemination of critical information to 
support network restoration coordination. 
Exhibit 3-4 provides a pictonal representation of 
the NTCN. 

The NTCN relies on the NCC conference 
bridge to enhance the existing connectivity and 
capability. The conference bridge interconnects 
vanious types of communications systems, 
including HF radios, NCC dedicated nngdown 
circuits, communications satellites, the PN, and 
the National Telecommunications Alliance's 
Alerting and Coordination Network, thereby 
enabling conversations between users of these 
disparate systems. During FY 1999, the OMNCS 
implemented a number of changes to improve 
NTCN operation during the Y2K rollover. These 
changes are discussed in the preceding Y2K 
section. 


Exhibit 3-4 


. = &<_-o-, 


'- @>: & 


3-16 


27 


The FCC issued a report and order on 

November 17, 1988, establishing the TSP Program. 
The TSP Prog..am is the regulatory, administrative, 
and operational framework for the pnority 
provisioning and restoration of NS/EP 
telecommunications service. Under the mules of the 
TSP Program, service vendors are authonzed and 
required to provision and restore services with TSP 
assignments. 


During FY 1999, the Operations Division of the Office 
of Pnority Telecommunications (OPT) received a 
weekly average of 255 requests for TSP restoration 
assignments. The OPT noted that State and local 
organizations constituted the largest growth area for 
TSP restoration assignments in FY 1999. This is 
wembutabie, in large part, to contngency pianning of 


such as Internet services, on ‘he TSP Program. 
With regard to LNP, the parties agreed that TSP 
users Must ensure that telecommunications 
Calmiers are aware of circuits with TSP assignments 
that are supporting ported telephone numbers. 
With regard to evolving technology, the TSP OC 
formed a working group to facilitate ongoing 
analysis of the implementation of packet-switched 
networks, such as Internet protocol networks, and 
associated implications for TSP services. 


Throughout FY 1999, the OPT continued 
enhancing TSP Program information technology 


OPT recognizes the importance of IT solutions to 
improve information flow and to expedite the 
process for requesting pnonity provisioning and 
restoration of telecommunications services for 
NS/EP users. 

The OPT added a remote printing capability, 
new search quenes, and more user-controlled 
adminitrative features to the client-server 
system. To further enhance their capabilities, the 
OPT updated its continuity of operations pian, 
including procedures to use a full backup client- 
server database at a remote location. The backup 
system will provide for conti.uity of TSP 
operations under any circumstance. 

Also, the OPT enhanced the TSP World Wide 
Web home page to efficiently expand the 
information available to existing anu potential 
TSP Program participants. Updates to text, 
of graphics increased the site's usefulness. In 
addition, the updated versions of the Service 
User Manual for the TSP System and the Service 
Vendor Handbook for the TSP System are 
available on the site in several formats for easy 
which are available via a secure page on the Web 
site. These forms offer distant State and local TSP 
users and smaller telecommunications vendors 
an easy, secure, and universal mechanism to 


The OPT modified its outreach strategy and 
associated outreach materials in FY 1999. The OPT 
recognized the importance of informing new 
competitive LECs and resellers, of their TSP 
obligations to ensure end-to-end pnonty treatment 
of facilities supporting NS/EP services. To assist 
with this effort, the OPT distributed a TSP System 
Guide for Telecommunications Camers. The Guide 
Outlined TSP vendor responsibilities to ensure that 
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telecommunications pnontization. To encourage 
expanded use of the TSP Program among critical | 
infrastructures, the OPT targeted many gas and | 
electric utilities for TSP training The OPT 
developed a detailed TSP briefing to convey a 
thorough understanding of the TSP Program to 
these utilities. The bnefing offered information on 
the legal background of TSP TSP Program 
participants’ responsibilities, and an overview of 
the TSP qualification and request process. 
responders about the TSP Program remained a 
pnionity with the OPT. OMNCS personnel 
provided comprehensive training to potential 
Federal, State, and local users, vendors, and 
emergency response coordinators. It also 
provided training on the TSP client-server 
computer platform to agencies that frequently 
request TSP assignments. This resulted in a 27 
percent increase in the number of users, 
including many from the private sector, involved | 
with planning for Y2K contingencies. 


The OMNCS represents the United States on the 

NATO CCPC, its telecommunications working 

detailee to the OMNCS is the Head of 

Delegation. CCPC purview extends to 

OMNCS accordingly consults closely with US. 

providers and affected U.S. Government 

twice in plenary session at NATO headquarters 

in Brussels, Belgium, during FY 1999; its 

four tumes and postal working group met | 
In Apnil 1999, three new member nations | 

were brought into the NATO Alliance — Czech | 


Republic, Hungary, and Poland. These nations 
are fuil participants in CCPC activities. In 
addition, 25 Partnership for Peace nations were 
invited to participate ir. the CCPC at the plenary 
level. It is anticipated that these 25 Partnership 
for Peace nations will eventually become 
participants at the working group level 
as well 

Some major CCPC FY 1999 activities and 


accomplishments included the following: 


p Approved the committee's new work 
program for 1999-2000 based on NATO's new 
work program includes civil emergency planning, 
Crisis management, civil/military cooperation, 
and cooperation with Partner nations. 


® Implemented a joint United States/United 
Kingdom effort to identify and test NATO 


B® Completed a paper on network 
management, leading from peacetime to crisis. 


p Completed a paper on the benefits and 
vulnerabilities of intelligent networks and their 
possible effect on NATO civil emergency 
planning. 


B® Began a thorough review of the CCPC, its 
taskings, and proceedings. 


pm Visited the three new NATO member 
nations to discuss mutual civil emergency 


planning concems. 


p Began preparations for CCPC participation 
in Cnsis Management Exercise 2000. 

CCPC as a Major committee in emergency planning 
under the new cnisis management arrangements. A 
direct link between the CCPC and the NATO 
Command, Control, and Communications (NC3) 
Board has been created to allow the NC3 to provide 
direct tasking to the CCPC. 
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is to meet NS/"P requirements and supply 
adequate and secure electric energy to critical 
telecommunicatons facilities. In 1987, the 
Department of Energy, in coordination with the 
NCS and the NSTAC Energy Task Force, 

The purpose of the TESP initiative was to 
requirements to be met if an event, natural or 
manmade, disr.pted electric supplies to critical 
only essential State and local needs. The TESP 
Program promotes modification of the existing 
systems to include telecommunications facilines 
considered critical to NS/EP. The critical link 
facilites provided by the program is an essential 
component to the response arsenal, particularly 
when damage to NS/EP assets may be national in 
scope. 

Currently, 180 telecommunications service 
providers and 501 electric utilities support the 
TESP Program. As of April 1999, the total 
number of critical telecommunications facilities 
was 3,271. 


The SHARES HF Radio Program continues to 

provide emergency communications in support of 
special operations and all-hazards situations. | 
SHARES now incorporates the resources of more 
than 1,130 radio stations backed by 72 industry, | 


Representatives, published a revised SHARES 


_ directory on CD-ROM and revised the structure of 


continue to conduct weekly check-in exercises. 
Since the check-ins began, the number of stations 
participating has increased from 20 to 140 stations 
per week. More than 5,000 check-ins were 
recorded in calendar year 1998. 

The working group continues to conduct 
The overall exercise objectives are to: 


B® Provide personnel training on operating 
procedures and message formats 


® Expand SHARES awareness within the 
Federal emergency response community 


® Assess the interoperability of new HF 
technologies. 


SHARES exercises were conducted in 
December 1998, involving:262 stations and 515 
Guard with information on the SHARES iole in 
supporting the National Guard's Y2K Continuity 


__ of Operations Program (COOP). Additional 


exercises conducted in Apnil 1999, supported the 
Department of Veterans Affairs and the 
Department of Health and Human Services 

The SHARES Master Coordination Station 
KGD-% continued to operate from the newly 
renovated NCC. The NCC Radio Operations 
Center is configured for voice, data, automatic link 
establishment, HF to telephone, and HF e-mail 
operations. The center also maintains two 24-hour 
HF bulletin board systems, and nine HF antennas. 


: 
| 


The Communications Resource Information 
Sharing (CRIS) initiative continues to 
support NS/EP requirements. It serves as an 


HY) 
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than 40 systems that could be shared with 
other Federal departments and agencies 

As an emergency communications 
resource initiative, CRIS exists to support 
all-hazards situations. Potential users of CRIS 
coordinate requests directly with the OMNCS, 
thus ensuring thei requests will not interfere 


During FY 1999, TERS also focused on Y2K 
readiness programs, providing training and 
exercise support to various organizations. This 
support is detailed in the subsection entitled 
“Y2K Preparedness.” 


TERS is responsible for training OMNCS staff, 
NCS Regional Managers, Emergency Support 
Function-2 (ESF-2) support agency pero-nnel, 
and State responders to effectively execute their 


FY 1999, the TERS successfully coordinated and 


ERT Seminars. Because of the overwhelming 
success of the first two phases of the 

designed and developed ERT Phase III, which is 
scheduled to begin in February 2000. 

TERS conducts intemal and external exercises to 
maintain expert knowledge of and proficiency in 
the management, integration, and employment 
of NS/EP telecommunications resources. In 

FY 1999, TERS successfully coordinated and 
performed the following exercises: 


» COOP Orientation and Relocation 
Exercise. The COOP Onentation and 
representatives and EOT members with an 
overview of the COOP Plan and NCC Relocation 
Plan. The event was followed by a site visit to 
the relocation facility along with a tour of the 
NCS work area. A half-day training session 
preceded the exercise. 


®» Y¥2K Awarevess Exercises. TERS 
supported FEMA in the development of a series 
of Y2K tabletop exercises. Please refer to the Y2K 
preparedness discussion for details of the 
exercises. 


The OMNCS developed regional planning 
support to assist NCS Regional Managers across 
the 10 Federal regions. The goal of OMNCS 
support is to provide the NCS Regional 
operational and functional support that will assist 
the Regional Managers in meeting ESF-2 


Hf 


nonactivation periods. OMNCS presence in the 
regions assists the Regional Managers in 
fulfilling their emergency planning duties. The 
OMNCS efforts include the following: 


p® Providing the NCS Regional Managers with 
procedures, program-specific checklists, and a 
coordinated national approach designed to 


® Realigning the OMNCS Augmentee 
Program to further support the needs of the NCS 


Regional Managers upon activation of ESF-2 


p> Supporting the NCS Regional Managers 
Conference that generated discussion on 

and strengthened the NCS/GSA relationship at 
the national and regional level 


p Supporiing the NCS Regional Managers at 
various regional planning meetings, such as the 
RISC meetings 


p Supporting FEMA and other national 
agencies at the Regional Y2K Workshops held in 
all 10 Federal regions 


B® Developing regional background 
information papers to assist the NCS Regional 
Managers and the OMNCS to better understand 
the regional environment 


p Integrating new telecommunications 
establishing a role for the telecommunications 
ind - atenet Som 


p Continuing to develop disaster response 
after-action reports and ESF-2 lessons learned to 
capture regional best practices of the Federal 
Emergency Communications Coordinators 
supporting emergency telecommunications 
requirements of Federal, State, and local disaster 
response agencies. 


TERS launched its inaugural Web site to provide 
emergency responders with the latest critical 

site is primarily informational but will feature 
Current site includes such features as an online 
registration form for ERT seminars, a feedback 
option, a search engine, and other links of interest. 


The OMNCS Augmentee Program continues to 
provide an important and valuable service to the 
NCS NS/EP mission at the national and regional 
Augmentee Program provides U.S. Army Reserve 
Officers (skilled in communications) to support NCS 
and GSA Regional Managers during emergency 

In the fall of 1998, the Augmentee Program 
was realigned to broaden OMNCS presence in the 
10 Federal regions. This allowed the program to 
be more responsive to NCS Regional Managers 
augmentees may now participate in a variety of 
planning and training opportunities for ESF-2 that 
support Regional Manager emergency 


The Operations Division Information Systems 
Branch implements and supports information 
systems required by the OMNCS at its primary 
and alternate sites. It provides technical support 
to OMNCS EOTs, offers help desk support to 
OMNCS staff, and coordinates OMNCS user IT 
requirements. The branch recently transitioned 
Emergency Response Link (ERLink) into full 
operational use. 


Hy. 


3-21 


“F 
i a= 


we 
erg 


«tes a 


Beetcatisas srstes 


EVIERGENCY RESPONSE 
c |, * 


The ERLink Program is providing a controlled- 
access Web site designed to support 
communications within the emergency response 
community, including Federal, State, and local 
users. The ERLink Program office continued to 
focus on improving the response community's 
ability to share information. Exhibit 3-5 depicts 
the underlying network architecture of ERLink. 


SOURCES 


The Plans and Resources Division provides 
management and oversight for finance, 
acquisition, strategic planning, manpower, and 


Exhibit 3- 


all other resources supporting the OMNCS. The 
Plans and Resources Division activities include 
exercising authority and accountability over all 
resources allocated to NCS programs. The 
Division serves as the interface with the DISA 
directorates on financial and acquisition 
matters; DOD Planning, Programming, and 
Budgeting System (PPBS) documentation and 
execution; and acquisition management. The 
Division also conducts analyses and develops 
recommendations to the OMNCS and the DISA 
directorates on the optimal use of NCS 
resources to support mission requirements 
consistent with statutory and policy constraints. 


The Planning Team documents leadership's 
near-, mid-, and long-term strategic direction, 


—ERLink Network 


(echitecture 
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vision, and priorities through the development of 
the Strategic Plan, the Future Years Corporate 
Planning Team, through the implementation of 
the Performance Plan, comprehensively 
evaluates organizational performance and 
effectiveness. 


For day-to-day operations, the Financial Team 
provides the overall fiscal direction for the 
OMNCS. The Financial Team develops and 
produces all PPBS-related documentation for the 
OMNCS, including program objective 
memorandums, budget estimates, the 
President's budget submissions, and all related 
exhibits. The team ensures that exhibits reflect 


and the DOD. The Financial Team also leads in 
the development, coordination, and 
implementation of funding procedures as 
directed and provides guidance and assistance 
to non-DOD agencies involved in the NCS to 
ensure that their requirements are met. 
Additionally, the team provides fund citations, 
ensuring the availability of funds and 
compliance with fiscal laws, regulations, 


Acquisition support includes aiding OMNCS 
Offices in all aspects of the Agency-level 
acquisition strategy documentation, statements 
of work, acquisition packages, proposal 
evaluation packages, and support 
documentation for NCS programs and projects. 
performance and budget execution performance 
accuracy, and recommends adjustments. 


BF custoven senvce 


The Customer Service Division provides support 
to the NCS COP and COR and the President's 
NSTAC. Additionally, the division identifies and 
validates NS/EP telecommunications 
requirements to ensure NCS responsiveness to 
customer needs, develops threat assessments to 
NS/EP telecommunications and manages the 
Government and NSTAC Network Security 
Information Exchange (NSIE) process. The 
following paragraphs describe the Customer 
Service Division's FY 1999 activities. 


The NCS COP and COR each met twice during 
FY 1999. These meetings focused on a number of 
Y2K-related topics as discussed in the “Y2K 
Preparedness” section. Additionally, the COP 
and COR concurred with the NCS response to 
the NSTAC XXI Executive Report, while the COP 
also voiced their approval of several NCS 
issuances discussed later in this section. The 
NCC Vision Implementation Team, composed of 
NCS agency representatives, continued its 
partnership with the NSTAC’s Operations 
Support Group (OSG). 


The President's NSTAC held its 22nd meeting on 
June 9, 1999, in Washington, DC. Major issues 
addressed at this meeting included the Y2K 
technology problem and critical infrastructure 
protection. 

In keeping with its mission of providing the 
President with a unique source of national 
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security telecommunications policy expertise, 
the NSTAC approved several recommendations 
to the President. Among these were 
recommendations for the President to: 


pm Direct the establishment of a permanent 
program to address NS/EP issues related to the 
Internet 


pm Designate a focal point for examining NS/EP 
issues related to widespread adoption of 
electronic commerce within the Government 


pw Continue support for the efforts of the 
Department of Transportation to promote 
outreach and awareness within the 
transportation infrastructure, consistent with 
Presidential Decision Directive 63 (PDD-63) 


pm Direct the Federal Government to continue 
providing timely, meaningful, and accurate Y2K 
readiness and contingency planning information 
to State and local governments to enhance the 
flow of information to community Y2K groups 
and the general public. 


~ NSTAC'S INDUSTRY EXECUTIVE 


The NSTAC’s IES continued to identify and 
develop issues for the NSTAC and direct the 
activities of its working groups. Infrastructure 
protection, network security, legislation and 
regulation, and industry/Government 
coordination and response were four key issue 
areas addressed by the 

IES and its working groups during FY 1999. 
Exhibit 3-6 depicts the corresponding 
organizational structure. 


In FY 1999, the Information Infrastructure Group 
(IG) concentrated its efforts on several issues 
related to IA and infrastructure protection: 
global information infrastructure (GI), electronic 
commerce (EC), cyber crime, and PDD-63. 


Information 
Infrastructure 
Group 


Operations 
Support 
Group 


Legislative and 
Regulatory 
Group 


Freeat veas 


Transportation Information Infrastructure 
Risk Assessment. 'n March 1999, the IG 
hosted a second transportation workshop to 
provide a forum for representatives from all 
transportation sectors to discuss industry trends, 
including increased reliance on IT and the rapid 
growth of intermodal transportation. The 
workshop capped the group's efforts to gather 
information about the transportation sector's 


the NSTAC recommended that the President 
continue to support the efforts of the Department 
of Transportation to promote outreach and 
infrastructure as expressed in PDD-63. 


Global Information Infrastructure. In 
October 1998, the IES tasked the IIG to predict the 
characteristics of the GI in 2010 and to assess the 
implications for NS/EP communications. The 
croup is researching and gathering information 
from industry and Government experts on NS/EP 
issues related to emerging space and land-based 
to complete the GII analysis in preparation for 
NSTAC XXII. 


Electronic Commerce. In FY 1999, the IG 
continued its investigation of NS/EP implications 
associated with the adoption of EC in industry 
and Government. The subgroup focused its 
efforts on issues associated with the changing 
necessary to implement EC. In its final report, 
the IIG recommended that the President 
designate a focal point for examining the NS/EP 
issues related to widespread adoption of EC 
within the Government. The IIG also 
recommended that the President direct Federal 
departments and agencies, in cooperation with 
an established Federal focal point, to assess the 
effect of EC technologies on their NS/EP 
operations. 


Cyber Crime. At the September 1998, NSTAC 
XXI Executive Session, the Attorney General 
requested that the NSTAC and the Department 
of Justice (DOJ) work together to address cyber 
security and crime. Through subsequent 
collaboration between the DOJ and the private 
sector. The result was a partnership between 
DOJ and the Information Technology Association 
of America (ITAA) and private sector companies 
—- labeled the “Cyber Citizen Program.” 


Presidential Decision Directive 63. [IG 
members continued to build relations with Federal 
Officials responsible for PDD-63 implementation 
and shared lessons and successes of the NSTAC, 
offering NSTAC as a possible model for other 
infrastructures. The NSTAC will continue to 
partner with the Government and relevant private 
sector organizations as PDD-63 implementation 
proceeds. 


Issues related to network security R&D and the 


NS/EP implications of Intemet technologies 
dominated the NG's work during FY 1999. 


Research and Development. As a follow-on to 
the Intrusion Detection Subgroup’s (IDSG) work, 
the NG sponsored an R&D Exchange to address 
the growing convergence of telecommunications 
and the Internet and how industry, Government, 
and academia should collaborate on network 
security R&D. The R&D Exchange occurred in 
October 1998, in cooperation with the OSTP, 
Purdue University, and the Institute of Electrical 
and Electronics Engineets. 

The findings and recommendations of the 
participants in the R&D Exchange were 
documented in “Research and Development 
Exchange Proceedings: Enhancing Network 
Security Technology R&D Collaboration.” As part 
of its follow-up on the R&D Exchange, the NG 
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noted that these findings and recommendations 
of the R&D Exchange were consistent with and 
validated those of the NG's IDSG Report issued 
in December 1997. 


NS/EP Implications of Internet 
Technologies. The NG initiated its 
examination of the NS/EP implications of 
Internet technologies as a result of discussions 
on NSTAC’s Widespread Outage report held at 
the December 1997, NSTAC XX meeting. During 
FY 1999, the NG completed its examination and 
prepared a report of its findings and 
recommendations for the June 1999, NSTAC 
XXII meeting The report concluded that the 
NS/EP community's direct dependence on the 
public Intemmet for mission-critical operations is 
currently modest. Although departments and 
agencies use the public Internet, concerns about 
the Internet's reliability and security have caused 
them to limit their use to functions such as 
outreach, information sharing, and e-mail. For 
mission-critical NS/EP functions, the NS/EP 
community uses dedicated transmission control 
protocol/Intemet protocol (TCP/IP) networks 
(also called intranets) because these networks 
give user organizations greater control of 
network elements. However, the interconnected 
nature of the public Internet means that a 
disruption or degradation of public Intemet 
Operations can nonetheless affect the availability, 
reliability, integrity, and user confidentiality of 
those dedicated TCP/IP networks. 

The NG also concluded that NS/EP 
dependence on the public Internet is likely to 
grow steadily over the next several years, in part, 
because the public Internet offers a cost-effective 
and efficient means of communication, and 
industry and Government are moving toward a 
paperless, digital society. 

These conclusions led to two 
recommendations to the President and further 
work for NSTAC: 


pm The first recommendation is for the 
President to direct the establishment of a 
permanent program to address NS/EP issues 


ei 
/ 


related to the Internet. The goals of such a 


_ program would be to increase understanding of 


evolving Internet dependencies and awareness 
of NS/EP requirements, and to investigate, 


_ develop, and employ NS/EP-specific priority 


SEIVICes. 


B® The second recommendation is for the 
President to direct the appropriate Government 
departments and agencies to make use of 

existing industry/Government partnership 
mechanisms to increase awareness of NS/EP 
requirements within key Internet organizations 
and standards bodies. 
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The Legislative and Regulatory Group (LRG) 
considers legislative, regulatory, and judicial 
actions that could affect NS/EP 
telecommunications. Following the September 
1998 NSTAC XXI Executive Session, the LRG 
was tasked to identify and assess the legal and 
regulatory obstacles to sharing outage and 
intrusion information. To that end, the LRG 
determined that identification and discussion of 
existing and proposed NS/EP-related outage and 
intrusion information sharing channels could 
provide additional insights to assist the IES in 
assessing Critical information sharing issues, 
particularly those associated with the 
implementation of PDD-63. To better understand 
the information sharing environment and the 
entities involved in the process, the LRG 
developed a report to illustrate the entities with 
whom telecommunications companies share 
Outage and intrusion information, and to review 
the potential legal barriers that could inhibit the 
information sharing prow" 

During FY 1999, the x: .. .J also tasked the 
LRG to identify possible barriers to the adoption 
of the wireless telecommunications pnority 
access rules by the FCC and to evaluate 
NSTAC'’s level of continued support of the 
Cellular Priority Access Service (CPAS). Although 
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actions to establish CPAS are still under 
advisement by the FCC, the Commission has 
taken no final action. The LRG reported that, due 
to a number of factors, the OMNCS is addressing 
- @lew approach for providing wireless priority 
access based on channel reservation rather than 
on the technology originally proposed for CPAS. 


The OSG continued to evaluate the overall 
progress and direction of NS/EP 

, o ‘onal activities. In FY 
1999, the OSG activities were focused on the 
NCC and Y2K. 


NCC Vision-Operations Subgroup. The NCC 
Vision-Operations Subgroup continued to assess 
the mission, organization, and capabilities of the 
NCC, in light of ongoing changes in technology, 
requirements. Specifically in FY 1999, the NCC 


would enable the NCC to better fulfill its 
electronic LAW function. Agreeing that broader 
participation could better enable the NCC to 
meet evolving NS/EP telecommunications 
requirements, the subgroup developed a list of 
companies and Government departments and 
agencies as possible candidates for participation 
in the NCC. 


Y2K Subgroup. The Y2K Subgroup facilitated 
meetings between industry and Government, 
helping to ensure that all aspects of the Y2K 
technology problem pertaining to NS/EP 

that appropnate contingency plans were being 
developed. Throughout FY 1999, the Y2K 


Subgroup collaborated with the NCC in their 
development of contingency plans to prepare 
for Y2K and improve intercamier coordination 
for recovery from potential widespread 
outages. 

regarding the creation of an international early 
warming system for telecommunications outages 
attributable to Y2K. Investigating the Y2K 
outreach efforts of the Federal Government, the 
Y2K Subgroup considered the importance of 
information at State and local levels. 

need for increased industry and Government 
interaction with the public to dispel 

poses to all infrastructures, including 
telecommunications. These efforts resulted in 
an NSTAC recommendation to the President 
that focused on the need to provide timely, 
meaningful, and accurate Y2K readiness and 
contingency planning information to State and 
local governments and to the general public. 


FORMATION © 2 


The C Service Division's IA activit 
included assessment of the electronic intrusion 
threat to NS/EP telecommunications and 
management and support of the Government 
and NSTAC NSIEs. 


In March 1999, the OMNCS produced a report 
entitled The Electronic Intrusion Threat to 
National Security and Emergency Preparedness 
(NS/EP) Telecommunications: An Awareness 
Document. This report examines the electronic 
intrusion threat to NS/EP telecommunications 
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will remain an extremely serous threat to the PN, 
infrastructure systems for the foreseeable future. 
to NS/EP telecommunications also affects other 
Cnitical infrastructures, since the United States is 
increasingly reliant on complex, networked 
information infrastructures for its national and 
economic security and the welfare of its citizens. 
Economic, political, and social dependence on 
these systems extends from national-level 
activities to individual communities and their 
residents. 

The report suggested that in order to meet 
must work together to improve information 
reconstitution. 


b 
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The joint meetings of the NSTAC and 

Government NSIEs allow industry and 

Government representatives to exchange 

information in a trusted environment on threats 

to and vulnerabilities of the public network. The 

NSIEs also operate a limited-access World Wide 

Web server to enhance the capability of 

members to exchange sensitive information 
During FY 1999, the NSIEs produced two 

documents: An After- Action Report on 

The Insider Threat to Information Systems: 

A Framework for Understanding and Managing 

the Insider Threat in Today's Business 

Environment and An Assessment of the Risk 

to the Security of the Public Network. During 

FY 1998, the NSIEs had sponsored a workshop 

on the insider threat to information systems 

and developed two white papers to provide 


organizations could take to reduce their 
vulnerability to it. In FY 1999, the NSIEs developed 
an aftez-action report reflecting the insights that 
emerged from the workshop discussion. 

The NSIEs also completed their 1999 PN nsk 
assessment. The NSIEs concluded that the 
findings of thei 1995 nsk assessment are still valid 
even though fixes are often available: 
vulnerabilities in many of the PN’s diverse 
interconnected nature of technologies and 
networks adds greater vulnerability. In addition, 
exacerbated the overall vulnerability of the PN over 
the past 3 years: the Telecommunications Act of 
1996, changing business practices, and the Y2K 
technology problem. Although the NSIEs could 
not state how the risk has changed over the past 3 
years, they determined that there is little evidence 
that the overall risk has diminished since 1995, and 
a number of factors to suggest that it is growing. 


In performing its management functions, the 
issuances, published the NS/EP Telecom News 
and the FY 1998 National Communications 
System report, and managed information 
resources. 


The NCS Issuance System is the authority 
regarding the intemal organization, policy, 
procedures, practices, and management of the 
NCS. In FY 1999, the COP endorsed revised 
issuances of NCS Directive 3-1, 
Telecommunications Service Pnority (TSP) 
System for National Secunty Emergency 
Preparedness (NSEP); and NCS Manual 3-1-1, 
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System for National Secunty Emergency 
Preparedness (NSEP) Service User Manual: and 
NCS Handbook 3-1-2, Service Vendor Handbook 
for the Telecommunications Service Pnonty 
(TSP) System. 


NS/EP Telecom News, published quarterly by the 
OMNCS, provides an NS/EF impact assessment 
for the NCS and NS/EP telecommunications 
community and helps the NCS member 
organizations keep abreast of legisiative, 
developments. 


The NCS home page (http://www.ncs.gov) 
provides Intemet clients and browsers a chance 
to lear about the NCS and NSTAC. The home 
page contains NCS and NSTAC history, 
information about NCS and NSTAC programs 
and activities, and online versions of NCS and 
NSTAC publications. 

Among the publications posted onto the 
NCS home page during FY 1999 were the FY 
1998 NCS Report, NCS 36th Anniversary 
documents, the NSTAC XXII Issue Review and 
the NSTAC XXII Reports. The home page holds 
Current and back issues of the NS/EP Telecom 
News and fact sheets on various NCS programs. 


| addition, the forum serves to optimize OMNCS 


Customer interface and participation in the 
requirements process. The following paragraphs 
descnibe the accomplishments of the 
Requirements staff during FY 1999. 


REQUIREMENTS SHORTFALLS 


In May 1999, the OMNNCS, through the 
Requirements Forum, completed the NCS 
Shortfalls Assessment Report. The report 
assesses the ability of industry, OMNCS, and 
Federal departments and agencies to meet 
Customer-identified NS/EP communications 
requirements and other functional requirements. 
Specific requirements referenced in the report 
were identified bv customers in various studies, 
after-action reports, and other documents dating 
back to 1993. Consequently, this first iteration of 
the NCS Shortfalls Assessment Report represents 


that may require OMNCS or other agency efforts 
to resolve. Shortfalls are groiped into four 
categories: 

Bp Category | Shortfalls (New Capability) 
Customer requirements that are not fully 
satisfied and for which there are no formal 
Government or industry programs 


B® Category II Shortfalls (Enhanced Curent 
Capability) Customer requirements that are 
being addressed under current programs, but 
require additional OMNCS resources to fully 
satisfy customer needs 


p Category II Shortfalls (Funded 
Requirements) Customer requirements that are 
not fully satisfied but are being addressed by 
are adequately funded at present, given the 
Current budgets of the respective OMNCS 
divisions 
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B® Category IV Shortfails (Out-of-Mission 
Scope) Customer requirements that are not 
satisfied, but have been determined to be outside 
the scope of the OMNCS mission. 


The shortfalls assessment identified no 
Category |, 5 Category I, 10 Category I, and 3 
Category IV shortfalls. In addition to the 
Category | through IV shortfalls, 19 NS/EP 
satisfied by industry or Government programs, 
were identified dunng a review of reference 
matenais from the past 6 years. 
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In May 1999, the OMNCS initiated efforts to 
actively solicit NS/EP communications 


requirements from the NS/EP community. There 
were three primary objectives for this effort: 


Exhibit 3-7 


Bp Provide customers the opportunity to 
express their NS/EP needs for consideration in 
NCS program and ‘nitiative development 


® Ensure more efficient and effective 
expenditure of limited NCS funds. 


The emphasis of this effort was to identify 
requirements that wouid assist in developing 
development. See Exhibit 3-7 for requirements 
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While compieung the NCS Shortfails Assessment 
Report and collecung customer requirements, 
the OMNCS also worked to improve and 
Streamline its ability to tack NCS responsiveness 
to customer requirements. This effort resulted in 
the development of the NCS Requirements 
Tracking system. The database is designed to 
resource Management, and report generahon. It 
Contains ail informabon currently in the NCS 
Shortfails Assessment Report and requirements 
identified since the report was completed. The 
database will be used to develop future shortfalls 
reports and will generate adhoc reports for NCS 
planning processes. 


The Requirements staff contunued the efforts 
begun dumng the previous year to identify 
potential gaps between the Government's 
requirement for assured connectivity and what 
industry can provide. To test the process 
Nuclear Regulatory Commission, the OMNCS 
initiated pilot projects with the Department of 
the Treasury (TREAS) and with the NCC. 
Concurrently with the pilot efforts, and to 
of all OMNCS member agencies, the OMNCS 
initiated an effort to automate the gap analysis 
process. This effort involved incorporation of the 
following functions into an automated tool: 


® Identification of the agency's NS/EP 
missions and functions 


B® Identification of minimum essential 
communications needed to sustain NS/EP 


® Analysis of the agency's communications 
infrastructure supporting NS/EP activities 


® Identification of any existing gaps between 
level of service available from industry. 


The NCC study was still underway at the 
end of FY 1999. The TREAS study was 
postponed until development of the automated 
tool Final development of the automated tool is 
expected during second quarter FY 2000. 
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The Department's mission is to support the and video) for all US. Government through the Bureau of Information Resources 
President in formulating and executing US. agencies at US. ove:seas diplomatic Management (IRM) and the Diplomatic 
telecommumications support requirements. 


Essential DOS telecommumications funcuons @ Maintain a rapid response capability via 


include: 


DOS SIGNIRCANT ACCOMPLISHMENTS 


The Department upgraded its mainframe systems in support of mussion-cntucal systems modermzation and 

Year 2000 (Y2K) activiues. The Departmer:t also modemuzed five of the mussion-cntical rnaintrame applications and awaits 
Y2K certificaton. A Y2K-compliant platform is replacing the mainframe operating system software platform Currently, 9 of 
12 maunframe partons are Y2K complant and await Y2K ceruficaton All mainframe related systems are on track to meet 
the Y2K compliance testing cntena. Having remedied all 59. or 100 percent, of its mussion-cntical systems, the Department 
also constructed new Y2K-compliant central infrastructures for both its unclassified and classified e-mail systems The 
Department moved from an “F” to an “A” on the Y2K agency report cards issued by the House Subcommittee on 
Govemment, Management. Information and Technology The three-uered arctutecture pnnaipie serves as the basis of the 
demgn for both networks and uses the X.400 transmission protocol. Through the A Logical Modernization Approach 
program, the Department has completed the installation of Y2K-complant infrastructure at 229 posts (98 percent) and 
established enterpnse network management capability to maintain the global network infrastructure 


The Department replaced its pnmary Major Relay Station processor and Maun State Messaging Center telegram processor 
with Concurrent 3280 systems. 


The Department started an overseas wireless modernization program that will deploy state-of-the-art emergency and 
evacuation radio networks to 260 overseas posts as part of the Federal Government's efforts to enhance secunty 
at posts abroad. 


The Department's Anti-Virus Program scanning for malicous code viruses “on the fly” was expanded to include File 
Transfer Protocol and Hypertext Transfer Protocol and the SIPRNet e-mail firewall gateways Given the success of the 
InterScan VirusWaill product, the real-tirne scanning of inbound and outbound Internet e-mail traffic program 1s being 
supplemented by installing Trend Micro ScanMail for Windows NT Exchange Server. Thus latter initiative will allow on the 
fly scanning of e-maul traffic and individual exchange mailboxes intertal to the Department Ant-Virus Web pages 
contaiming support matenal for the ScanMail product have been posted to the classified “ClassNet” and unclassified 
“OpenNet” Web locations The IRM Y2K Committee approved the installation and distnbution of the ScanMail software in 
CD-ROM format for general use statewide in August 1999 In addition. a new automated download utility for Norton Ant- 
Virus Software, Pre-Set Scanning Options, and Definiuon Update Files called Norton Systems Center (NSC) was received 
from the Symantec Corporation. Setup and installation support for NSC wiil be shupped to all bureaus and overseas posts in 
August. This product is not a replacement for the Norton Software Distnibution Utility (NSDU) currently in use, but an | 
updated version with enhanced diagnostic features not available in NSDU v2.0. The Department is continuing to develop 
its electromc Key Management System to strengthen its secunty posture for the protection of data transrmssions The | 
Department's Certificate Authonty Workstation is available for the production of Fortezza X 509 certuficates at the | 
sensitive-but-unclassifed level The Department established the Office of the Corporate Information Systems Secunty 
Officer responsibie for ensuring the secunty regulation compliance of the corporate infrastructure and systems that 
comnect to it 


Voice Program The Department provided secure voice access to the domesuc and foreign affairs comm nity and assisted 
_ interdepartmental agences in meeting they secure voice requirements 


The Department provided imagery, sutomated data processing, voice, and high-apeed data services to the Department 


Counter: Narcotics 
Program ot Defense Counter-Narcoucs Command Management System 
Support for the The Department provided and supported protective radio packages for domestic and overseas protection of the Secretary 
Secretary of Mate §8=— anc! desimated diplomats 
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UNGOING NS, EP TELECOMMUNICATIONS ACTIVITIES 


TREAS is parucipating in the analysis of Government officals expectations for telecommumcations service 
compared with the capabilites offered by the public service communication providers The outcome of that 
analysis is a definition oi the gaps between what is expected and what can be pr<-="ded. 


TREAS has continued its activities as co-chau of the FLEWUG This qoup te wenking ‘v ennme tt acon 
effective, interoperable, nationwide tactical wireless network will be developed for use by Federal, State, and local 
law enforcement and public safety groups. 


A formai computer emerger <y response capability working group was formed with representation from ail the 
bureaus and departmental operations. The group's mission is to determune the best way to develop this emergency 
response capability for a vanety of areas. Pnonty was placed on defining incadent reporting standards and 
procedures. TREAS completed the year without being subjected to any publicty embarrassing compromuses of its 
electronic data systems. The Department hopes to continue this trend while enhancing the intrusion prevention. 
detection, and remediation capabilites it now has in place 


TREAS provided techmical, budgetary, and leadership support for the development and use of an interoperable 
government-wide PKI to permit electromic transactions over the Internet in a trusted environment. 


The Secret Service deployed a Web-enabled Counterfeit Checks Catalog that enables hanks to register certain 
fraudulent activities (counterfeit corporate checks) Thus database allows near real-time access to information that 
previously took more than 90 days to be provided Tlus program. initially piloted in the Washington, DC-Baltimore 
area, has essentuailly controlled the local problem and has now been expanded nationwide 
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DEPARTMENT OF DEFENSE (DOD) 


United States Intelligence Activities, _ Defense the military departments and the 
December 4, 1981 services within them, the unified commands, 
and other agences established to meet specific 
@ Ensure that the Director, National US. military requirements. The Defense 
NS/EP Security Agency (NSA), provides the Information Systems Agency (DISA) is a 
TELECOMMUNICATIONS technical support necessary to develop | separate DOD Agency under the direction, 
MISSION and maintain adequate plans for the authority, and control of the Assistant Secretary 
Under the provisions of E.O. 12472, DOD is secunty and protection of NS/EP of Defense (ASD) for Command, Control, 
assigned the following NS/EP telecommunications Communications and Intelligence (C3). 
telecommunications responsibilities: The pnncipal staff positions concerned 
@ Execute the functions listed in Section with NS/EP telecommunications in the 
® Provide operate and maintain the 3(1) of E.O. 12472. OSD are the Under Secretary of Defense 
telecommunications services and for Policy and the ASD for C3I. Command, 
facilities to support the National TELECOMMUNICATIONS Control, and Communication systems 
Command Authorities and execute the STAFF ORGANIZATION are the concem of a directorate of the 
responsibilities assigned by E.O. 12333, DOD includes the Office of the Secretary of Joint Staff 


DOD SIGNIFICANT ACCOMPLISHMENTS 


Joint Task In December 1998, the Secretary of Defense created the Joint Task Force-Computer Network Defense (JTF-CND) after 
Force- exercises and real-world events demonstrated the need for DOD to have a single coordinating organization to direct 
Computer the defense of vital national computer networks. On Oct. 1, 1999, the US. Space Command assumed responsibility for 
Network the JTF-CND and brings the resources, advocacy, and warfighting authorities of a commander-in-chief (CINC) to the 


The JTF is the department's focal point for defending DOD computer networks and systems in order to maintain its 
ability to plan, coordinate, and execute military operations. The JTF concentrates on computer network defense from 
an operational standpoint and exists to help ensure that warfighters can trust and rely on their computer networks 
and systems. 


The JTF becomes the DOD lead when computer network incidents cross CINC, Service, or Agency boundanes or 
could have a widespread effect on the Defense Information Infrastructure (DI). The JTF maintains a watch 24 hours a 
day, 7 days a week and has an assigned component force from each of the military services and DISA 


Year 2000 (Y2K) | DOD has made tremendous progress toward fixing Y2K computer problems. DOD believes that they have identified 
Issue and addressed the vast majority of systems requiring repair or replacement, especially those considered cntical to the 
support of military operations. DOD fully expects to be capable of executing our part of the National Military Strategy 
on January 1, 2000, unimpeded by date-related failure of DOD systems 


Defense In fiscal year 1999, DISA, in coordination with the services and agencies, installed and commissioned unclassified 
Information and/or secret DMS equipment suites at about 85 major post/camp/stations, bringing the overall total to 230. This ’ 
Network (DISN) | ‘epresents about 90 percent of the total number of sites required to make DMS the system of record for organizational 
messaging throughout the Department. 


DISA also fielded two major DMS releases, DMS 2.0 and 2.1. Both releases are Y2K compliant and passed an 
Operational Assessment (2.0) or an operational test (2.1). Testing included interoperability with the legacy AUTODIN 
system. Development of the next two releases also commenced 


_ 
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central office of record for all national security 
information key matenal for the Department. 
The Drug Enforcement Administration (DEA), 
FBI, and Immigration and Naturalization 
Services (INS) continue to admunister their 


DOJ SIGNIFICANT ACCOMPLISHMENTS 


The Attomey General has established a JABS Program Management Office (PMO), responsibility for which has been assigned 
to the TSS. JABS is a DOJ initiative to develop a nationwide automated booking system. One of the primary goals of JABS is 
to streamline the identification and processing of Federal offenders throughout the criminal justice system. JABS will provide 
the means to electronically collect, store, and transmit photographic, fingerprint, and biographical data on offenders when they 
are booked. JABS is intended to minimize the processing time for booking an offender, eliminate redundant data collec’nn, 
provide accurate information in a timely manner, and facilitate information sharing among Federal law enforcement 
Components. Participants in the JABS project include the Bureau of Prisons, the DEA, the FBI, the INS, the United States 
Marshals Service (USMS), the Executive Office of United States Attomeys, and the Justice Management Division. 


Global has also been assigned to TSS. Global will fulfill a critical information sharing need of the enire criminal justice 
community. The Global concept was established by Vice President Gore in “Access America: Reengineering Through 
Information Technology.” The Attorney General, who describes Giobal as DOJ's foremost information sharing initiative, has 
taken the leadership role in response to Initiative A07,Globel Under her leadership, DOJ is coordinating the achievement of 
a Cost-effective global network capability in cooperation with local, State, and Federal criminal justice entities. Four actions 
were Outlined in Initiative AO7: (1) define the criminal justice community's information requirements, (2) test core 
requirements, (3) establish a joint Govermment-pnvate sector Cnmuinal Justice Information Network Advisory Group, and (4) 
prepare Global Criminal Justice Information Network plans. Global is defined as “the capability to communicate, exchange 
and retneve timely, accurate and complete information in an automated fashion with authorized elements of the justice 
community” This initiative recognizes that an information-sharing capability across the entire criminal justice community is 
essential for effective crime fighting Fighting cnme successfully requires the criminal justice community to share 
boundanes in real ime 


TSS's JCN with Sprint as the service provider, continues to provide expanded operational telecommunications services by 
managing engineering and operating the DOJ nationwide data telecommunications systems serving all DOJ offices. 
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The Department's mission is to efficiently 
manage the Nation's natural resources. DO] 
and the United States Department of 
Agnculture (USDA) co-manage the National 
Interagency Fire Center in Boise, Idaho. The 
center is the Nation's pnmary emergency 
support facility for forest fire suppression 
From multiple radio caches strategically 
located throughout the United States, 
emergency mobile radio systems are 
available for fire fighting and other national 
emergencies. Forest fire suppression 
Operations are conducted in close 
Cooperation with State and local government 
emergency support acuvities 


TELECOMMUNICATIONS 
STAFF ORGANIZATION 

The Telecommunications Systems Division. 
Office of Information Resources 
Management, is responsible for DO] 
telecommunications program Management 
Bureau telecommunications managers and 
thew staff are responsible for voice and data 
network Operations 


_ CURRENT/ONGOING NS/EP 
TIONS 

ACTIVITIES 

DOI implemented a nationwide 


communications network (DOINET) to 


support department-wide admunistrative 
applications, bureau programs, and other 


_ agency needs. The network's architecture is 
based on cell switching technology and 

consists of redundant switches and T1 

| Circuitry for high reliability. Public 

_ asynchronous transfer mode network 

_ Services have been added in response to 

increased bandwidth requirements resulting 


from Intemet traffic being routed through the 
network to East and West Coast Internet 
exchanges. 

The Alaska Regional 
Telecommunications Network, based on 
DOINET technologies, provides services to 
several Federal agencies in Alaska and uses 
DOINET to connect to the continental 
United States. These networks provide 
economical Internet and shared information 
processing system access. Shared use of 
these networks has lowered costs, improved 
performance, and increased the availability of 
data and video services. In addition, DO! 


and USDA are working together to improve 
Operations by shanng telecommunications 


_ services, particularly where facilites are 


collocated 
DOI selected MCI WorldCom as its 
Federal Telecommunications System (FTS 


2001) telecommumications supplier to 


replace AT&T/FTS 2000 services Transition 
acuviies were imitated and switched voice 
services were moved to MC] WorldCom on a 


| pnonty basis The transition and redesign of 


the Department's data network services will 


| commence in fiscal year 2000 with DOINET 


changing from a pnvate network 
architecture to a virtual network on the MC] 


_ WorldCom public network 


DOI has a multuuvendor, muluyear 


_ Contract to supply narrowband digital land 
_ mobile rachos (LMR) and systems in 
_ Tesponse to the National 


Telecommunications and Information 


| Admunistraton mandated 10-year transition 
' tonamowband LMR operations. This 


contract, available to all Federal agenc s, 
makes lower cost, standardized, 
interoperable digital radios available 
throughout DOI and USDA. DOI is 
implementing a multiyear capital investment 
plan to ensure that all wideband very high 
frequency radio systems are replaced by 
narrowband systems before 2005 

Key officials, emergency coordinators, 
Year 2000 (Y2K) managers, and 


gency Telecommunucations Service 
(GETS) Cards for long distance emergency 
telephone communications. User policies 
and instructions accompanied distnbution of 
GETS cards 


DO! SIGNIFICANT ACCOMPLISHMENTS 


validation testing These systems include the DOINET and all bureau data subnetworks 


i 
| All DOI mission- <atisd eqtame have bern casted cs VK constant cad ban wedegnnn excenedid ebepentent wedbetin oa 
| 
| 


| An Interior Site information System was developed to provide a DO! Intranet-accessible inventory of telephone systems, data transmission 


equipment, circuits, facilities, and radio systems 


Reliable communications from firefighters io airtanker's keep wildfires contained. 
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peacetime, crisis and mobilization, as well as 
late tans-attack and early post-attack 
(LTA/EPA). 


coordination (circa Fiscal Year 1999) as 
‘aed in Presidential Decision Di 
63. More information on these programs is 
available at the DOC web page, 
www .doc.gov . 


NOAA/NWS continues to review and 


are continuing to expand thei use of these 
services as more regions and locations 
acquire access. Funding and human 
resource factors continue to be key drivers 
for agency parucipaton. Early program 
involvement by the agency is essential 

to agency use of NS/EP resources 
Government-wide. 


DOC SIGNIFICANT ACCOMPLISHMENTS 


advanced weather information processing system 


NOAA/NWS new weather monitoring and reporting capability was commussioned in 1999 to provide communications services for the 


bd 


— 


DOC/ADM completed enhancements for administrative information systems to function with the Internet and Departmental intranet 
access using web browser technology to create accesses to publicly available information 


DOC SIGNIFICANT ACCOMPLISHMENTS (continued) 


NOAA/OA expanded its use of frame relay network services to ther domestic network and the network control centers to allow responsive 


support and alarm monitonng, the new Internet Protocol (IP) commumications capability allows more robust commumcanons with the five 
Operating units for the wansfer of information between major data centers. 


NOAA/NWS installed additonal Doppler radar systems as an effecuve weather information gathenng platform and within the wind profiler 
program 


NOAA/NWS installed additonal IP service products to enhance the commumcations of weather informaton between computing centers 
and regional customers using the Internet web. 


NOAA/Natonal Environmental Satellite Data and Information Service (NESDIS) enhanced its search and rescue satellite data network to 


collect and report emergency warmung messages, this capability collects Global Positoning System data to further pin-pount the source of 
emergency alarm signals, from distressed shups, planes, or terrestnal vehucies. 


NOAA/NESDIS fully commussioned into operation the three-aas positioning geostationary operatonal environmental weather satellites 
(GOES) for gathering imagery information used in weather warnings and forecasts, the new capability collects earth images from two 
platforms - one in the eastern US. -Adiantc area and the second in the western US -Pacific area (GOES East and GOES West, respectively) 


NOAA/NESDIS initiated management and operational support of the Department of Defense Meteorological Satellite program under an 
agreement whuch will use the resources at DOC to centralize the operational support of the all weather satellites. 


The Economics and Statstics Admumstration/Census Bureau upgraded its domestic network to meet year Census 2000 commumications 
requirements between data collection and processing platforms, this capability supports the decennial census as well as the economic, 
labor and industnal census components of the economuc infrastructure. 
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to utilize shared resources (SHARES) stations | DHHS contanues to utilize and expand 
in the affected areas to aid in coordinating its ultra hugh frequency modulation radio 
telecommunications resources. DHHS is also assets. Other agencies have graciously made 


ACTIVITIES thankful for the Commumicanons Resources frequencies available for Nanonal Disaster 
Dunng numerous FY 1999 deployments, Informanon Shanng (CRIS) umtafive that Medical System (NDMS) use 
DHHS was grateful to the National NCS has continued to support 


DHHS SIGNIFICANT ACCOMPLISHMENTS 


DHHS increased the number of portable repeaters to better support disasters affecting a wide area or multiple simultaneous disasters. 
Repeater access tones are programmed so they can support Federal Emergency Management Agency Urban Search and Rescue Teams, 
whuch share a repeater frequency pay with NDMS 


NDMS is indebted to amateur radio operators for theu assistance in disaster communications. Many of the Disaster Medical Assistance 
Team communications officers and communications specialists acquired the essential skills of disaster communications from the amateur | 
radio expenence Dunng hurmcane deployments, the “Humcane Watch Net” provides invaluable information about humcane conditions and | 
damage 


10 ok 


DOT compnses 10 Operaung 
Admurustratons (OA) in partnership with 
Wansportalon owners and operators that 
collectively make up the nanonal 
tansportaton system with an economec 
impact of 11 percent of the gross domestic 
product. The OAs are guided by a 
Departmental Suategic Plan judged by 
Congress to be the best in the Government. 
The National Secunty goal is one of the five 
Strategic goals outlined in the plan. DOT's 
NS/EP Telecommumcations acnvibes are 
aligned with this goal Addinonailly, OAs 
have been drawn together by the OneDOT 


ONGOING NS/EP ACTIVITIES 
A pnme example of the OneDOT concept is 


the Canbbean Communicatons 
Network This is a network of seven high 
termunais located in Puerto Rico; the Virgin 
Islands; Adanta, GA: and Washington, DC 
with a mission of providing emergency 
communications support to the Southeast 
United States, pmmanily for disaster response 
and recovery. The Federal Aviation 
Admunistranon (FAA) is the lead agency for 


traveled to Puerto Rico and the Virgin Islands 
in response to Humcane Georges. The 


region emergency representative 

seven Coast Guard cutters and 13 shore 
units, all using emergency power. The USCG 
has conducted extensive conungency HF 
and satellite communications tesung in 
preparation for Y2K. 

conducted exercises with the U.S. Navy's 
Pacific Fleet. Exercises BELL BUOY 98 and 
JFTEX 99-1 tested communications 
interoperability among the Navy, MARAD, 
and more than 20 U.S.-flag merchant ships in 
the Persian Gulf and the Pacific 


DOT SIGNIFICANT ACCOMPLISHMENTS 


The RSPA's OET hosted a Y2K exercise for the President's Year 2000 Council Information Coordination Center (ICC). In addition to all DOT 
agencies being represented in the DOT Cnsis Management Center, the ICC staff also used the facility as ther command center to test 
information-reporuing procedures with key departments and agencies over the Julian day 99 of 1999 rollover. 


FHWA has completed deployment of satellite telephones to 52 field offices. Although HF Radio remains a critical component of its central 
US. communications, FHWA has designated satellite as the primary communications method and conducts monthly exercises. FHWA's 
southern region wili receive communications taining during FY 1999 and the remaining 25 percent of offices will receive training in FY 


The USCG Auxiliary has joined with FHWA and the Office of Emergency Transportation to permit volunteer USCG Auxiliansts to serve as 


backup operators of communications equipment in the DOT 
allows auxiliary radio stabons to relay emergency messages 


is Management Center (CMC) during emergencies. This ayreement also 
} to and from the CMC. 


FAA has completed fielding of alternative satellite telephone systems for operational facilines. A communications van hes been acquired 
for use by FAA's communications Support Teams responding to aviation incidents or supporting agency command and control 


requirements. 


FAA saved $1.3 million by converting its dedicated circuit AUTODIN connections to a dialup service that is on the migration path to the 


Defense Message System 


63 
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hundred twenty-six miles of OPGW were 
installed throughout Arkansas and Missoun, 
allowing Southwestem to complete a digital 
communication path from its control center 
in Spnngfield, Missoun, to its maintenance 
Office in Jonesboro, Arkansas. Southwestern 
plans to install 141 miles of OPGW in fiscal 
| year (FY) 2000 and 98 miles in FY 2001 to 
| replace aging power line camer and analog 
has 21 data and 18 video nodes, with planned © terface with the Joint Worldwide microwave Communication equipment. 
expansion for up to 50 nodes, to DOE _ Intellgence Commumicanons System in Wester Area Power Admunistration is 
Emergency Operanon Centers (EOC), Field _ Support of the Intelligence Community replacing its exasung conventonal analog 
Intelhgence Unuts, and other Goverment | Defense Management System. wideband very high frequency (VHF) mobile 
agencies throughout the United States The | =~ DOE plansto partner with anatonwide _radiio system with a new Motorola tunked 
BCN is backed up by the Emergency Satellite | commercial vendor to develop a paging capable narrowband analog/digital VHF 
Commumcatons System and INMARSAT system for the Nevada Test Site and mobile radio system. The mobile radio system 
Under the Matenal Protecuon, Control and sulTounding rural areas compnsed of a controls the operation and maintenance 
Agreement between the single, two-way pager with national actvity of the power transmission system. 
Department of Defense (DOD) and the coverage capability. The existing 15-State system consisung of 
Mimustry of the Russian Federation for Atormc Southwestern Power Administration's five distinct radio systems will be replaced 
Energy (Minatom), Headquarters will pronde § (Southwestem) Optical Ground Wire (OPGW) | with one homogeneous system. 
an unclassified commumicatons link between _ replaces faulty wire causing tansmuission Oak Ridge Operations Office is 
the Minatom Situaton and Cnsis Center in line outages. The OPGW will interconnect implementing Public Key Infrastructure to 
Moscow, Russia, and DOE's BOC in the Southwestern substations and offices enable support of encrypted data network 
Forrestal Building Washington, DC. The operating the electnic power system. Five traffic 


DOE SIGNIFICANT ACCOMPLISHMENTS 


_ In May, DOE's senusts, engineers, and program/proyect managets displayed two weapons incorporating Counter-terronst technologies focused on limiting 
terronst acquisizon of weapons of mass destrucuon. These weapons were on display at the Russell State Building for both Congress and the general public to 
view. The centerpiece of the Exposinon was the ECN interactive video wail depictung departmental sites and employees in action. 


Dunng FY 1999. Headquarters unplemented redundant, altemate OC-3, 155 mbps data network pathways to opumuze transmssion reliability, availability, and 
bandwidth-intensive applcatons between its Germantown and Forrestal faniives. DOE also unplemented wired and wireless remote access services to 
enhance secunty and provide a common mechamsm for data communication and access by remote customers. Finally, Headquarters upgraded its Northern 
Telecom SL- 100 telephone system switch operatzng systems from BCS-36 to MSDL-97 versions for Year 2000 (Y2K) compliance 


idaho National Engineenng and Environmental Laboratory (INEEL) installed protected power systems to its pnmary paging system's transmission facilites 
The paging system is the pnmary means of recalling EOC staff in an emergency. INEEL completed several proyects within its data telecommumications 
network providing users with operational improvements and upgraded secunty. It completed the upgrade of its Nortel SL-1 NT Pnvate Branch Exchanges 
(PBX) processors to Mendian Option 61-C_ This upgrade increased the call processing capabilites for INEEL's telephone community serviced by 13 
distnbuted PBXs, all of which are Y2K compliant. INEEL also completed an upgrade to the telecommumcations network monitonng and centralized 
managemeni system 


The Nevada Operations Office (NV) upgraded its Norther Telecom SL. 100 telephone switch operating system from BCS-36 to MSL-08 and completed the 
conversion to OCTEL 360 voice messaging system. In conjunction with Federal, State, county, and city governments, NV successfully demonstrated 
emergency commun:catons Capability throughout the complex, dunng the “Sunnse 98” exercise. 


The Hanford Site Fire Department's central dispatch center communications console was replaced to perform standard functions in the local communuty 
Hanford also integrated the exasting telephone and radio systems into one consolidated commumcatons system The Hanford Fire Department acquired a 
remote command center vehicle capable of setung up an on-scene command center for site emergencqes Finally, the Hanford radio paging system was 
upgraded using additonal repeater statons to increase in-building radio pager coverage for that site 


The Oak Ridge Operations Office cut over a new telecommunications system composed of a main node with four remote switching modules. Each node is 
connected by a SONET-based, self-healing fiber nng and can funcon independently of the others with muncr functonality loss Each node also has cntical 
bypass trunks for diverse routing and secondary dial tone 


Savannah River Operations Office (SR) completed the installavon and connecton of a classified audio, video and data commumicatons system to the DOE 
Emergency Network in the Savannah River Site Operauons Center SR has transivoned ‘ts secunty and emergency response organizations to a new radio 
truniang system. In addition to meeting National Telecommumicavons and Informaton Admunistraton mandates for spectrum effimency, the new system 
provides better communications coverage, reliability, and secunty | 
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DEPARTMENT OF VETERANS AFFARKS (VA) 


VA cutover to the PSN2 network is expected - . 
to begin in October when the VHA ATM 
backbone is in place 


first of two possible awards under the FTS 
2001 contract with the second round, 
consisung of competitive pncing, awarded to 
MCI WorldCom. The two vendors will split a 
total minimum revenue guarantee of $1.5 
billion. VA has selected Spnint to meet VA's 
essential telecommumicanons requirements. 
The FTS 2001 contract is expected to usher 


systems in early March 1997. At that ume 
the VA service partnered with the GSA and 
Mitretek Corporanon. Mitretek was 
contracted by GSA to help resolve all Y2K 
issues related to telecommumcatons 
equipment utlzed by Federal agences. 
CSO has completed Y2K compliance testing 
of all related major telephone system 
manufacturers and has distnbuted test 
results to the respective VA medical centers. 
Two hundred and forty shes reported Y2K 
Status of theu telephone systems, 21 sites 
reported noncompliance CSO is actively 
worlang with the latter sites to ensure that 
these facilites will have telephone service in 
the year 2000 and beyond. These achons 
consist of supplying these faciines with 
infotmanon from the manufacturers about 
“patches” or other “work-around” 
alternatives, such as Manual reset of 
equipment, that will be required to ensure 
mummal disrupnon. if any, to the medical 
center telephone systems. 

As an additonal contungency to other 
Y2K compliance endeavors, VA has identified 
“cmiacal” locations to ensure not only that 
On-site tekecommumcatons equipment 1s 
Y2K compliant, but that the local exchange 
wearers (LEC) providing netwonk interfaces 
to these facilines are also compiant. In 
cases where the LEC is determined to be 


managed by NCS, are to be used when 
normal of other tekecommumications means 
‘rrr 


(QanaTe) 
VANTS provides ail VA facilines with 


videoconferencing over Integrated Services 
Digital Network (ISDN) and has ports on FTS 


Telated to VA medical centers’ telephone 


Networks A and B, as well as commercial Bell 


OF 


> 


services are availabie 7 


System is linked to all Federal and cil 
emergency service and law enforcement 
providers in the Los Angeles Basin. 
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4 Quick reacting in support of crises and _ CURRENT/ONGOING 


CIA SIGNIHCANT ACCOMPLISHMENTS 


Contunued to develop a cadre of personne! prepared to meet operation, techmcal, and system management requirements of modem | 
telecommumcations and automated information systems 


Provided enhanced telecommunications services between the CIA and the US mulitary services | 


Continued to expand C1A-wide participation in NS/EP GETS activities 


Conant support to Dense Message System otjectives and aichtectur 


———— — | 


ore bb 


Preecat reas 


FEMA's mission is to reduce the inadence of 
loss of life and property and protect US. 
lusutuuons from all hazards by leading and 
supporung the Nanon in a comprehensive, 
of mutugation, preparedness, response, and 
recovery. 


FEMA’S NS/EP 

TELECOMMUNICATIONS 

STRATEGIC PLAN AND 

GOALS 

The Agency's Five-Year Strategic Plan has 

three major goais: 

® Protect lives aud prevent the loss of 
property from ail hazards 


@ Reduce human suffenng and enhance 
the recovery of commumtes after 
disaster stnkes 


@ Ensure that FEMA serves the public in a 
umely and cost-effecuve manner. 


PROGRAM ACTIVITIES 
In fiscal year (FY) 1998, FEMA continued to 
develop and coordinate its all-hazards 


Budget dated May 13, 1999. On June 22. 
1999. in a statement before the Commuttee 
on Appropnations and the Senate Special 
Committee on the Y2K Technology Problems, 
Jacob J Lew, Director, Office of Management 
and Budget said “Fourteen of the 24 major 
Federal departments and agencies now 
report that 100 percent of their mission 


Gevastating tornadoes that tut Oklahoma on 
May 3 and 4, 1999. NAWAS was in constant 
use dunng the event, through midmght of 
the thurd day. it continuously passed 
message traffic on damage, spotter reports. 
and early warmung informaton ‘rom the 
Natonal Weather Sernce Doppler radar 
system. The performance of the NAWAS 
dunng the Oklahoma event attested to its 
operational capabulty. 

The National Emergency Management 
Information System (NEMIS) is an integrated 
system providing FEMA, States, and other 
Federal departments and agenoes with 
automaton to perform disaster and 
nondisaster operanons. NEMIS supports ail 


governments increased to a total of 120, up 
from 57 communities at the end of FY 1998. 
Project Impact operates on a common-sense 
damage-reduction approach, basing its work 
on preventive actions at the local level, 
pnvate sector parhcipauon, and long-term 
investments. 

FEMA's Internet homepage contunues to 
be popular. In FY 1999, FEMA's Web site 
increased to nearly 20,000 pages of 
information, averaging 100,000 visitors each 
week A Y2K section was added, and FEMA 
for Kids added an online magazine and 
several new games 
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| STAFF ORGANIZATION 
_ The Agency's telecommumcatons element 
| _ assagns members to the NCS Commuttee of 
_ Pnnapais/Counci of Representatives 
_ (COP/COR) The Director of the USIA 


Gf 


Act of 1998, USLA will be integrated into the 
U S Department of State on October 1, 1999 


of Amenca, Radio and TV Marti, Radio Free 


Freeat reas 


ot 
— 


~ 
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The Director for Command Control, 
Communications and Computer (C4) 
Systems (J-6) provides advice anc 
recommendations to the Charman of the 
Jot Chiefs of Staff and to the Joint Chnets of 
Staff as directed by the Chawman. on C4 
matters. He develops pobcy and plans. 
monitors programs for jount C4 systems. aiid 
ensures adequate C4 support to 
Commanders in Cinets, Naponal Command 
Authonbes. and ail joint warfighters for joint 
and combined mulitary operations. He leads 


| the C4 commumty, conceptualizes future C4 
| systems arctutectures, and provides Gumecuon 
| tO improve jomt C4 systems. He oversees C4 


_ Support for the Natonal Military Command 
Sysem. 


| 
_ STAFF ORGANIZATION 


umportance of billets throughout Ue 
directorate The Director and Vice Director for 


C4 Systems are general or flag officers from 


_ the mubtary departments. 


_ The C4 Systems Directorate (J-6) consists of 


the Director, a Vice Director, three Deputy 
_ Directors (C4 Current Operations, C4 

_ Integration and Requirements, and C4 

_ Assessments. Informaton Wartare. 


_ Resources, and Advance Technologies), and 


| a@ppropnate subordinate dimmons. The 


_ Director is also the Chairman of the Military | 


_ Communicatons-Electromcs Board. Each 


mubtary department has approsumately equal 


representagon by rank number, and 


COMMAND, CONTROL, COMMUNICATIONS, 
AND COMPUTER SYSTEMS DIRECTORATE 


BEeeticatiens srstes 


GENERAL SERVICES ADMINISTRATION (GSA) 


technology (IT), policy development, and ® The FTS continues to support the NCS 
Federal regulatory responsibilities | by providing one detailee to the 

| | National Coordinating Center (NCC) as 

_ CURRENT/ONGOING | Deputy Manager. and 11 Regional 

 TELECOMMUNICATIONS | Emergency Communications Managers 
TELECOMMUNICATIONS | _ ACTIVITIES | and Federal Emergency 
MISSION | Communications Coordinators 
The General Services Administration (GSA), .. The GSA FTS provides a full range of | 
Federal Technology Service (FTS) NS/EP network services and information | @ = The FTS provides agencies access to all 
mission is to provide network servicesand | technology solutions, and stands ready | FTS services, including disaster support, 
information technology solutionstoensure | to meet the current and future needs of | contingency planning, and continuity of 
federally owned or managed domestic the Federal Goverment with globally | operations services through the GSA 
communications facilites and services meet | positioned resources, services, and | FTS homepage (http://fts.gsa.gov) 
the NS/EP requirements of the Federal | solutions. FTS and NS/EP services are 
civilian departments, agencies,andentities | also available to tibalgovemmentsas | & TheFTS has established contract 
as directed by Executive Order 12474. GSA well as State and local governments | vehicles in response to Presidential 
also provides a Federal Emergency | with the sponsorship of a Federal Decision Directive 63 (PDD-63) 
Communications Coordinator to lead | Government department or agency mandates and emergency requirements 
Emergency Support Function (ESF) #2 
(Communications) as directed by the @ TS provides contract vehicles for @ TheFTS Emergency Relocation Center is 
National Plan for Telecommunications worldwide telecommunications | collocated with the NCS, NCC relocation 
Support in Non-Wartime Emergencies | services, intemational direct distance center, and the Federal Emergency 
and the Federal Response Plan. This | dialing, wireless voice and data, Internet | Management Agency (FEMA) Network 
responsibility includes coordinating | access, technical services support, and Operations Center, located at FEMA's 
telecommunications service, provisioning | information secunty services Mount Weather facility 

| 


network services and information 


GSA SIGNIFICANT ACCOMPLISHMENTS 


The FTS 2001 contract offers competitively pnced state-of-the-art comprehensive NS/EP telecommunications services worldwide 


The Metropolitan Area Accuisition contract offers a wide veiety of local voice and data services, including the most current. commercially available 
_ enhanced NS/EP telecommunication services and weneiagies with great savings potential 


ee 


| The GSA Safeguard Contract provides services and products for strengthening the Nation's defense against unconventional threats t to the United ‘States, 
| including terronst attacks, attacks on the critical infrastructure, and cyber attacks 


| GSA provided NS/EP telecommumications, housing, secusity and resource support to FEMA and other Federal departments and agencies, including State 
and local governments dunng Hurmcanes Bonnie and Georges; the floods in Califomia, Georgia, Alabama, Louisiana, Mississippi, Kansas, Missouri, and 
Texas, and the fires in Flonda 


GSA FTS is providing leadership across Government in addressing Year 2000 (Y2K) Telecommunications issues through 


— support for the President's Council on Y2K and co-chairmanship with the Federal Communications Commission for the 
Telecommunications sector Workgroup 


|= chairmanship for the CIO Council Y2K Telecommunications Subcommittee and facilitating the shanng and exchange 
of information with Federal agencies 


| 
| 
— partnership with industry in collaborative testing of telecommunications equipment | 
| 
i 


— Outreach on Y2K issues to State, local and tnbal governments 
— ensuring Y2K compliance snbebanmemnend eOoGn Ren SEIVICRS, acaing NOn ans ng Gane ct contracts 


The GSA FTS Applications ‘n Support for Widely. diverse EndUser Requirements (Answer) isa multiple vendor contract t vehicle designed to provide 4 ful 
range of IT support services 

GSA's FTS manages the Federal Computer Incident Response | Capability ( (Fed IRC) In support of PDD-63, “Policy on Cniucal infrastructure Protection,” 
FedCIRC provides a central focal point for incident reporting, handling, prevention, and recognition The purpose is to ensure that the Government has 
aVauabic the cntical services needed to withstand or quickly recover from attacks against its information infrastructure 

GSA's FTS maiiages the Blue Pages Project, a National Performance Review- -aponsored Goverment: -wride effort to make the Federal listings in commercial 
telephone directories easier for the public to understand and to use 
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ACTIVITIES 


| assigned NASA's lead center role for Space its assigned missions and the 
Operations to the Johnson Space Center, et aes 


Houston, Texas. The Director, Space ograms approved by the White House This 

_ Operations Management Office (SOMO) ne te 

__ serves as the funchonal manager for | Pnonity, Communications Resources 
agencywide space operations Information Shanng Federal 
COMMMUNICRTIONS Telecommunications Standards Program, 

_____ NASA‘s George C. Marshall Space Fight | Celular Priority Access Service, Enhanced 


_ operation of NASA's telecommunucatons Management Structure 
| and data networking infrastructure, known NASA also continues to actively 
one of several operat: onal elements of SOMO: 


| Maintains lead center responsibility ior the =| Link. and the National Telecommunications 


NASA NS/EP TELECOMMUNICATIONS ASSETS 


NASA Integrated Services Network supports both spaceflight-cnitical communication services and day to-day administrative and scientific 
applications within the Agency and with intemational space partners 


NASA Tracking and Data Relay Satellite System is a constellation of geostationary satellites providing almost uninterrupted 
Communications with N4SA's Earth-orbiting satellites and other supported customer satellites 


NASA Research & Education Network is NASA's component to the Next Generation Intemet initiative It operates as a testbed for 


NASA SIGNIFICANT ACCOMPLISHMENTS 


Consolidated four previously au’ snomous networks and contracts under a single contractor 


Increased capacity and survivability of NASA networking capabilities with Russian space partners to support the communications needs 
for the International Space Station era 


Established high-performance internetworking capabilities with the Next Generation Internet partners and the university-based internet2 
project under the Presidential Advisory Committee on High Performance Computing and Communications, Information Technology, and 
the Next Generation Internet 


Pemescied conteact to consolidate ell apace operations and communications support activities under a single prime contractor to ensure | 
more effective and efficient operations in all NASA's space research activities. 
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NRC is responsible for ensunng adequate 
protecuon of the public health and saiety, the 
common defense and secunty, and the 
envionment with respect to the use of 
nuclear matenals for civilian purposes in the 
Uruted States. Activities licensed and 
regulated by the Commussion include 
commercial nucleal power! reactors; 
nonpowe! research, test, and training 
reactors; fuel cycle faciltues, medical, 
academuc, and industnal uses of nuclear 
matenals, and the transportation, storage, 
and cusposal of nuclear matenals 
and waste 

The Commussion's NS/EP 
telecommumications provide for reliable 
connectivity between the NRC Operations 
Center, operating nuclear power plant 
control rooms, emergency operations 
facies, and regional incident response 
centers. This connectivity ensures 


immediate noufication to the NRC 
Operatons Center of unusual occurences 
and provides relevant information dunng 
events at NRC hoensed faciliues 


CURRENT/ONGOING NS/EP 
TELECOMMUNICATIONS 
ACTIVITIES 

Federal Telecommumications System 2000 
(FTS 2000) provides reliable service to all 
nuclear power plants, associated emergency 
operations faciliues, and major NRC fue! 
facies. NRC provides circuits for seven 
emergency operations functions by muluple 
lines. The NRC continued to work with the 
National Communications System (NCS) 

on an option that would involve 

using Government Emergency 
Telecommumcations Service (GETS) to 
provide access to long distance service in 
leu of FTS 2000 at nuclear power plants 
The NRC has completed its evaluation of 
options for post-F TS 2000 emergency 
telecommunications. The current FTS 2000 
service will be transitioned to a combination 
of utulty-provided circuits and FTS 2001 
service. GETS wili figure prominently 

in this long-term emergency 


NUCLEAR REGULATORY COMMISSION (NRC) 


telecommumecation soluuon 

NRC has contunued to participate in the 
Emergency Response Link ‘ERLink) 
program, which provides a secure Intemet- 
based platform for exchanging emergency 
response information Over the last year 
NRC provided iormation to ERLink in 
support of three emergency exercises 
It 1s understood that ERLink would 
soon be hosted on a Federal Emergency 
Management Agency (FEMA) server. NRC 
plans to coordinate with NCS and FEMA to 
ensure that the ERLink functionality that 
supports NRC response operations contunues 
after its tansiuon to a FEMA server 

The NCS has supported the NRC Year 
2000 (Y2K) contingency planning in a 
number of ways. NCS provided an 
evaluation of the Y2K status of central offices 
that serve nucleal power plants in support of 
NRC's contingency planning effort. NCS 
also provided comments on the Draft 
NRC contingency plan and partcipated 
in the Y2K TableTop Exercise The NRC 
will sponsor all commercial nuclear power 
plants and major fuel cycle plants for 
GETS access as part of the Y2K contingency 
plan effort 


NRC SIGNIHCANT ACCOMPLISHMENTS 


NRC used ERLink in three nuciear power plant emergency dnills to transfer information, including status summaries and press releases 


NRC encouraged licensee use of GETS as a part of contingency plans 


GETS cards have been ordered for the NRC Resident Inspector offices at all commercial nuclear power plants 
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managers via CD-ROM as well as a Infrastructure Protection Research and 
secure Web site. Development Interagency Working 


NTIA SIGNIFICANT ACCOMPLISHMENTS 


Established as the Lead Agency for the Information and Communications Sector of the Nation's critical infrastructures 
Conducied monthly training classes for Federal spectrum managers in use of the Joint Spectrum Management System for Windows 


ee eee eng CONN Canes CONEY CRESS 
compliance with Presidential Decision Directve 63 
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Communications Pian. 
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NSA's customers include a broad range of 
users of the National Information 
Infrastructure (NII) and cnitical infrastructure 
community and involve a close working 
relatonshup with the Natonal Institute of 
Standards and Technology 


Freeeat Feast 


USPS SIGNIFICANT ACCOMPLISHMENTS 


Dumng fiscal year (FY) 1999. the USPS continued the rollout of the Associate Office Infrastructure (AOD) program in support of the natonal 


opened in FY 1998 to provide a full range of support and remote management services for Novell and Windows NT servers. The USPS 
actueved they goal of mplementung thus standard service suite at over 8,000 USPS retail locanons by the end of FY 1999 Currently, the Postal 
Service maintains the world's largest Novell Netware Duectory Structure (NDS), with over 265,000 network objects un the NDS tee, and more 
than 1.300 Novell servers providing access to over 110,000 user accounts 


Dumnng FY 1999, the Postal Service began deploying Very Small Aperture Termunai (VSAT) satelite wansceiver systems. VSAT services were 
deployed to over 3,500 large associate offices (LAOs) nahonwade to provide a back-up commurmcations path for dedicated terrestnal frame 
telay services. These new systems replaced previously deployed ISDN services. Deployment o! more than 8,000 VSAT systems as backup 
communications paths will continue throughout FY 2000. In addinon, VSAT services were deployed as the pnmary commumnicanons path at 
over 200 sites to support small associate office (SAO) POS! deployment. The USPS anticipates installaton of these VSAT systems and 
services at up to 25,000 facilines natonwide While these systems allow network connectivity for data apphcations, other services incu ting 
broadcast video, distance learning and digital radio applications are being considered for use over VSAT systems. 


The Debvery Confirmanon coniract was awarded to Lockheed-Marun Federal Systems dunng FY 1998 with full deployment acueved dunng 
FY 1999. This program provides hand-held Mobile Data Collection Devices (MDCDs) which scan and track bar-coded mail products to 
approximately 250,000 mail carers nahonwide 


In addition to daily computung and network operational responsibilites, the Information Systems organization also certified over 
400 new national-level applications and performed imteroperability testing of Common Off The Shelf products on standard computing 
system platforms 


USPS has aggressively addressed Year 2000 (Y2K) compliance on a national scale During FY 1999, USPS completed Y2K upgrades of all 
national data applications, including 137 Severe and Mission Cnitcal and over 285 Important, but Not Cntucal applications. The Postal 
Service reviewed all Network Infrastructure Components, including data network (Le, tansmussion control protocol/Internet protocol) 
routers, Electronic Digital Private Branch Exchange (EDPBX), and Electronic Key telephone systems, to ensure Y2K compliance 

During FY 1999, USPS also procured over 100 new EDPBX systems and over 800 new Electronic Key telephone systems, while 
completing Y2K compliance upgrades for over 250 EDPRX systems and over 160 Key telephone systems were completed. 


During FY 1999, the Postal Service completed the annual update to the USPS Infrastructure Tool Kit and the Postal Computing Environment 
Handbook These documents provide a standardized information technology architecture that defines the evolving computing and 
telecommunications infrastructure This architecture follows a utility company model to focus on the infrastructure required to deliver a 
standard suite of services to all users located in field facilines. 


] 
deployment of Pount of Service (POS1) systems. The Distnt uted Systems/Central Management Facility (DS/CMF) in Raleigh, North Carolina. | 
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- TELECOMMUNICATIONS | quence’ telecommumcanons infrastructure 


STAFF ORGANIZATION and payment systems. In additon, the FRB 
The Assistant Director of the Informabon contznues to sponsor Telecommumicahons 


Technology program in the Board's Division  Semice Pnonty (TSP) assignments for 
of Reserve Bank Operanons and Payment et pr epee 
Systems has responsibility for oversight of supporung large- payment systems. 
the Federal Reserve Banks’ Federal Reserve open market and foreign 
telecommumicanons services and serves asa Operations, and the automated auction 


haison member on the NCS Committee of processing system for Treasury secuntes 
Pnncipals The FRB also contunues to sponsor the 


Government Emergency 
CURRENT/ONGOING NS/EP Telecommumicatons Service (GETS) for 
TELECOMMUNICATIONS coment Petes Sasene Sean canines 
ACTIVITIES 


assets Federal Reserve Banks. not the "RB, 


amenieentne tne - eee m= ne ail 
sigmuicant telecommumicatons assets. rt pr ner 


The FRB focused its NS/EP activities on its sponscethip tole ice ansigning TSP status, ntuniee umn abies to essential 
telecommumications services under cntena it adopted in 1993. By the end of fiscal year 1999, the FRB will have sponsored 1.018 active TSP 
assignments 


The FRB continues to sponsor a TSP assignment for circuits used for Fedwire funds transfer and securities transfer services, incuding 
access circuits to the Fedwire network from depository institutions that engage in large-dollar Fedwire transactions. 


The FRB is sponsoring a TSP assignment for circuits used by other payment systems (e<. The Society for Worldwide Interbank Financial 
Telecommumications) that meet FRB’s eligibility cntena 


The FRB is umplemenung GETS across the Federal Reserve System to support communications within the Federal Reserve System and 
with depository insttutons in the event of a disaster or commumications disruption 
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® Suweamlined the FCC's Equipment | @ Issued notces of apparent liability to 


isted | Approval Procedures. This willreduce compames engaged in slammung 
ee ee ee | the time it takes to bnng new devices Slamming is the practice of changing a 
affect the NS/EP telecommumcanons to the markt, and & will decrease | oneness Communications sandice 
actvibes of other Government departments bemers to internabonel trade | Peowider without the consumer's 
and agencies. The following text relates ® Adopted an order oo | eopeces consent. Examples of lability 
some of the actions the FCC has taken ot eet Se aS 
dung the fiscal year strength of television signals for Business Discount Plan—$2.4 million 
purposes of the satellite Home Viewer Long Distance Direct, Inc—$2 0 mulbon 
a Act. The rule is designed to better | Local Long Distance—$1 12 mulbon 
s Released the Year 2000 (Y2K) identfy which consumers can of Vista Group International $1.0 milion. 
Commumicatons Sector Report, which ao ok hen | 
summanzes the status of Y2K | | | Gaama Tectmacas Stampamns 
remediation in the communications | Adopted technical requirements for 
industry. The report covers wueline | 
ay  * Taeruess ens | wireline, cellular, and broadband 
telephone, wireless ve 7 | Adopted pnnciples and guidelines that, | personal commumicahons services 
a tee ll | by compelling camers to make the (PCS) camers to comply with the 
eee | language in phone bills clearer, will | provisions of the Communicahons 
networks, and emergency services make it easier for all consumers to | a eer 
| understand theur bills. | CALEA). Congress enacted 
representatives from the telecommunications camers’ facilines 
aa TECHNICAL ABVIBORY COUNCE. are capable of execuung legally 
6 Sees Specifically, the FCC required that all 
Because :t compmnses a diverse array of , 
CoMmnaacanens ib 
po recognized technical experts, the capabilites of the Telecommunicatons 
council's collective expertise will help Industry Associaton intenm standard 
a ne ae i the Commussion stay abreast of (J-STD-025) and six of nine “punch list” 
wireless medical innovations and developments in the capabilies requested by the 
“centralized tunking” by pnvate wy pe ee 
aeegee = MERGERS camers. These capabilies 
ba a eer ® Approved the merger between SBC ensure that law enforcement can take 
aiden, ee Communications, Inc. and Souther advantage of the most up-to-date 
New England Telecommun: zatons technology to fight cnme In defining 
systems. Corporanon. the requirements, the Commussion 
@ Adopted three mechanisms that will ieaeaineninmenn 
enable more wireless 911 cails to be privacy, and the cost to industry of 
completed: “Automatic A/B @erencansanT a these tools ot law 
Roaming- intelligent Retry,” © Issued citations to alleged violators of ee 
“Adequate/Strongest Signal,” and the Telephone Consumer Protection 
“Selective Retry ” Act. The nature of the violation was 
sending unsolicited adverusements to 
@ Proposed to license new 1,000-watt and consumers telephone facsimile 
100-watt low-power F'/ radio staons. machines. 
eeublehingatird nacre” cass | @ Handled more than 1200 inerfrence 
at power levels ranging from | to complaints from Federal, State, and local 
10 watts. public safety emergency officials. 


yn = Ei 


= 
St COeeeetcariees sretes 


oe, * Sy 


Frieeat Yvease £8688 


Dol 2 FWUF Federal Wireless Users Forum 

DOINET ‘FY Fiscal Year 
Network _ 

DOJ Department of Justice ~=€ 

DOS Department of State . GETS Goverment Emergency 

DOT Department of Transportation | Telecommunications Service 

DSN Deep Space Network | Gi Global Information Infrastructure 
Service | Information Network 

DWDM Dense ‘Wave Division GSA General Services Adminstration 
Muluplexang ——_——_—— 

a u 

& HAPS High Altitude Platform Statons 

EC Electronic Commerce HF High Frequency 

ECN Emergency Communications HPC High Probability of Compietion 
Network os 

EO. Executive Order | 

EOC Emergency Operation Centers IA Information Assurance 

EOT Emergency Operations Team LAW Indications, Assessment, and 

EOUSA Executive Office of United States Warming 
Attomeys IC Integration Contract 

ERLink Emergency Response Link ICC Information Coordination Center 

ERT Emergency Response Training IDCU Integrated Data Communications 

ESC Enhanced Satellite Capability Utility 

ESF#2 Emergency Support Function #2 §§ (DSG Intrusion Detection Subgroup 

F | Subcommittee 

FAA Federal AviationAdminiswation § JG Information Infrastructure Group 

FBI Federal Bureau of Invesugation  —_ [MT-2000 Intemational Mobile 

FCC Federal Communications | Telecommunications-2000 
Commussion IN Intelligent Network 

FedCIRC Federal Computer Inadent INEEL Idaho National Engineering and 
Response Capability Environmental Laboratory 

FEMA Federal Emergency Management INFOSEC Information Systems Security 
Agency Organization 

FHWA Federal Highway Administration INMARSAT Intemational Maritime Satellite 

FLEWUG Federal Law Enforcement Organization 
Wireless Users Group INS Immigration and Naturalization 

FOC Full Operational Capability Service 

FOIA Freedom of Information Act IOC Initial Operational Capability 

FRB Federal Reserve Board IP Intemet Protocol 

FRP Federal Response Plan IRM Information Resources 

FTR Federal Telecommunications Management 
Recommendations ISAC Information Sharing and Analysis 

FTS Federal Technology Service Center 

FTSC Federal Telecommunications ISDN Integrated Services Digital 


ra r wes 


aml 
4 -. ng Fi 
op hg 


+ ‘ 
. - ia 
* «i 


7 


kim = » 

é i; > > — 

om ot 

> 4 : ——_ i 7 
Beseicarreas sreres 
? ence 7 - 
ie Se es 
a ~ 


ISPG Information Secunty Policy Group NESDIS 


IT Information Technology 
ITU International Telecommunication NG 
Union _ NISN 
XC Interexchange Camier NI 
J NIF 
J-4 Command, “ontrol, 
Systems Directorate 
JABS Joint Automated Booking Station NMCS 
JAMS Jusuce Automated Message 
System NOAA 
JCN Justice Consolidated Network 
JCS Joint Chiefs of Staff NPA 
JMD Justice Management Division NRC 
JTRB Joint Telecommunications NREN 
Resources Board 
— NRIC 
L 
LC Limited Capability NSA 
LEC Local Exchange Camier NSC 
LMR Land Mobile Radio NSDU 
LNP Local Number Portability NSIE 
LRG Legislative and Regulatory Group 
LTA/EPA Late Trans-Attack and Early NS/EP 
Post-Attack 
——— _ NSTAC 
mM 
MAA Metropolitan Area Acquisition | 
a 
Nu | NTIA 
NANPA North Amencan Numbering Plan _ 
Adminstrator NV 
NASA National Aeronautics and Space NWS 
Administration —— 
NATO North Adantic Treaty Organization  @ 
NAWAS National Warning System OA 
NCA National Command Authorities | OC 
NCC National Coordinating Center for | OET 
Telecommunications | 
NCS National Communications System © OMNCS 
NDAC Network Design and Analysis 
Center _ OPGW 
NEMIS National Emergency | OPT 
Management Information System _ 
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OSG | 
OSTP Office of Saence Technology Centers 
and Policy TCP/IP Transmission Control 
OTN Opucal Transport Network Protocol/Intemet Protocol 
—o TDRSS Tracking and Data Relay Satellite 
P System 
PACA-E Pnonty Access and Channel TERS Training, Exercise, and Regional 
Assignment -Enhanced Support 
PBX Pnvate Branch Exchanges TESP Telecommunications Electric 
Services TREAS Department of the Treasury 
PKI Pubbc Key Infrastructure TSS Telecommunications Services 
PL Planning Letter Statt 
PMO Program Management Office ) 
PN Public Network U 
POTS Plain Old Telephone Service UAV Unmanned Aenal Vehicles 
PPBS Planning, Programmung, and UK. United Kingdom 
Budgeting System | US. United States 
PSN Public Switched Network | USCG United States Coast Guard 
PSTN Public Switched Telephone | USDA United States Department of 
Network | Agnculture 
— | Agency 
R USMS United States Marshals Service 
RBOC Regional Bell Operating WV 
Companies VA De, artment of Veterans Affairs 
RECP Regnonai Emergency _ VANTS Nepartment of Veterans Affairs 
Communications Planners | Nationwide Teleconferencing 
RISC Regional Interagency Steenng | System 
Commuttee | VHF Very High Frequency 
RPA Research and Special Programs VISN Veteran's Integrated Service 
Admumstration Network 
ee VMR Voice Modulation Recognition 
s VOA Voice of Amenica 
SARSAT Search and Rescue Satellite = 
SHARES Shared Resources Program y 
SOMO Space Operations imanagement Y2K Year 2000 
SONET Synchronous Optical Networks 
Southwestem Southwestern Power 
Admumstration 
SR Savannah River Operations Office 
337 Signaling System 7 


fter three and one- 
half decades, the 
NCS continues to 
be a focal point 
for industry and 
Government cooperation 
to ensure that reliable, 
interoperable, and secure 
telecommunications 
are available to fulfill 
the Nation's NS/EP 
requirements under ail 
conditions. The existing 
industry/Government 
yey Va@el-je-Jebbeme)cenale(-s.m-| 
eb emeltbeler: Lelejemete es 
which we can build to 
ensure that our fufure 
communications needs 
will be met. Pi 


